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((('))} 1992 Text messaging

1993 Apple Newton
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, 1995 DVD http, eBay, amazon
Rethinlk Industry Windows 95

1996 USB ports

Technological game changers in the modern human history 1097 Netflx

1998 Google 1695 ToT
2000 Bluetooth -0

2001 iPod
2003 iTunes Music Store

D04 Faceboo

2005 YouTube

Output per hour (1760=100) World War | World War | < Waze _>——2006 Twitter :
FEERe = ——&_2007: iPhone
1914—1918 1939-1945 2009 Bitcoin
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2013 Bitcoin ATM

Bitcoin
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_ Bitcoin
SRS
Uber I

4l Facebook
Alibaba I

4amm Airbnb
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Something interesting is happening.
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The birth of loT

"l could be wrong, but I'm fairly sure the phrase

‘“Internet of Thing” (IoT) started life as the title of
a presentation | made at Procter & Gamble (P&G) in
1999. Linking the new idea of RFID in P&G's supply
chain to the then-red-hot topic of the Internet was
Keim—cn more than just a good way to get executive attention. It
summed up an important insight which is still often
misunderstood.”
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® Connected Devices in Billion
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Industry 4.0
Building blocks

City
Buildings
Home
Agriculture
Car

Energy
Health

Industry = Industrial loT
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Production line

L

Wireless 1 Channel Thermocouple Sensor Node: Features a
standard thermocouple input connector with an embedded
2@old junction temperature compensation sensor.

Control room

Wireless Analog Output Base
Station: Enables up to 8 sensor
channels from one or multiple
wireless nodes to be fed into a

DAQ with simultaneous digital
feed to PC, or a DAQ with PC
removed.

WSDA® -Base -101 -LXRS®
WSDA® -Base -101 -LXRS®

- s e WSDA® -Base -101 -LXRS®

Production
information systems
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People and 0%
processes

Deployment <%
Analytics < 1%
Data ~ 1%
management

Infra- 60%
structure

Data 100%
capture

~ 30,000 tags measured

Comment

Schedule predominantly based on OEM-

recommended maintenance intervals

Mo interface in place to enable real-time

analytics to "reach” offshore

Reporting limited to a few KPIs which
are monitored in retrospect

Data cannot be accessed in real time,
enabling only ad hoc analysis

Only ~ 1% can be streamed onshore
for day-to-day use

~ 40% of all data is never stored —
remainder is stored locally offshore

21

Source

Interviews with
operational staff

Bl and KPI
walkthrough

Walkthrough of infra-
structure and band-
width between off- and

onshore

Assessment of storage

capacity (on the highest
capacity asset)
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EVENT REACTION TIME

MILLISECONDS, SECONDS
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ZigBee, LoWPan, BLE
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We Don’t
Know

Exploration

Al
Artificial Intelligence

Intuitions

We Don’t
Know

Questions

BI
Business Intelligence®




"<-THE COMING FLOOD OF DATA N AUTONOMOUS VEHICLES

SONAR
RADAR ~1n- |

| e L e
CAMERAS "'_/ e L @ LIDAR
oo 44000 B0, 1D

~— PERDAY...EACH DAY ——=

\ Vo e < intE' —




@,

smartsense
Rethink Industry a

~

| .
[

oy

31

OT #/
yT1'n Altn

NoOXINN OT n

&
1NN W (T

(VERTICAL)
qQIN'y +
INIP71 D'79C

(HORIZONTAL)



@,

smartsense

Rethink Industry

Anything

Any device

Anytime

Any
Context

Internet
Or
Things

I/ Any service
Any place
Any
Anywhere .
Business

/" Any Path ‘

Any
Network
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While todays production is linearly organized
and optimized within the boundaries
of organizational and system siloes...
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Comment
People and 0% Schedule predominantly bas
processes recommended maintenz

Deployment

Analytics <Th

Data ~ 1% be accessed in real time,
management ,only ad hoc analysis

Infra- ~ 1% can be streamed onshore
structure or day-to-day use

Data ~ 40% of all data is never stored —
capture remainder is stored locally offshore

~ 30,000 tags measured 42

Source

Interviews with
operational staff

Bl and KPI
walkthrough

Walkthrough of infra-
structure and band-
width between off- and
onshore

Assessment of storage

capacity (on the highest
capacity asset)
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IS I|ke teenager Sex:

Everyone talks about it,
Nobody really knows how to do it,

Everyone thinks everyone else is doing it,
SO

Everyone claims they are doing it

Wil B
Prof. Dan Arlely
(About digital)
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Layers
Enterprise ;

Business =

Work center Functional ==
Information

Station

.....................................

Control device

....................................

Filed device

is about automation and control is about automating
systems for the plant or factory the business itself
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System
Integration

infrastructures

o

Augg'ei't‘;ed ‘ Simulation

Computing
J L

Cobots

A

ouwod1no

Big Data
nalytic

Cybersecurity

industrial internet oﬁé RFID, UGV, WSN
loT
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Horizontal value chain

Supplier Company

Network of
suppliers

Manu-
facturing

Customer

Logistics
service

Network of
customers

. Vertical value chain

Sales

Product development (R&D)

Purchasing 2Manufacturing

Service

[T, shared services

Finance, tax and legal
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PAST FUTURE

While todays production is linearly organized ... manufacturing of the future
and optimized within the boundaries will fulfill individual customer needs by a
of organizational and system siloes... collaborative and agile network of capabilities

Interoperability

Decentralization

Real-Time
Capability/
Responsiveness

Service
Orientation

66
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Digital products (even w/o
electronics)

/ .
New business model Smarts
Product
( ¥
Smart
v Flexible operation Clouds
v" Mobile maintenance
v Operator empowerment
Industry 4.0
. Cyber, OPC-UA/MQTT
Flexible (Cy L
.. Manufacturing
v Cost efficiency
v" Small batches
v' Maintenance sync. with

production

ANANANA YN

Predictive analytics
Scalability

Lower IT cost
Mobility

Wisdom

-
-
-

-
=
ca®®
-

P Connected Industry 4.0 — The Super Infrastructure

2o ®

2 ¢

Smart routing (on demand)
Inventory by real demand
RT communication with the
suppliers & customers

Fosters Innovation
Reduced time to market

Minimal capital
Efficient training

ANENENENEN

Improved expenditure productivity

67
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Industry 4.0
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(industry 4.0 :071yN IXY)

Spain
.(.:anada ' Industria Conectada 4.0 Germany
Digital Canada Industrie 4.0 ’
' Dicit l;l'urkfey 9 Europe ’ China
North America 'gital transtormation, n yustry 4.0 Made-in-China 2025
Advanced manufacturing b
ek
DONN 7yonn Q

¢

Mexico
Industry 4.0
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Growth DECLINE

GDP Growth %

71

2015 n ninndON Nn'Tn -2a1"nn

Figure 1: Cumulative GDP impact of lloT (US$ trillion)

16

14

12

World

Germany

2020
2021

(a3
o
[’

2017
2018

w
o
[’

2015

lloT GDP impact (current conditions)

Source: Accenture and Frontier Economics
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Smart Product - criteria

Integration of sensors / actuators

Communication / connectivity

Monitoring

1.

2

3

4. Functionalities for data storage and information exchange
5. Product related IT services

6

Business model around the product

72
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-

~

%\
\\ U

No use
of sensors,
actuators

73

.

J

Integrated

Sensors / actuators

Sensors
readings are

processed
by the product

Data is
evaluated for

analyses
by the product

73

1. Integration of sensors / actuators W

The product
independently

responds based
on the gained data
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2. Communication / connectivity

-

I0M =

No
interfaces

74

Ve

Generating Control Signals

0
:@*— Memory Read

::qD— Memory Write

Sends /receives

1/0 signals

Workstation —~
HSE Lmkmg Device

! H1 Bus

ere

Transmlttefs

Actuator

field bus

interfaces

—

n Corporate IT network

wmm /
a0 s (6P, S, / \
CAPP, PON, o)

W(M)

*T

Oﬂumm

Industrial
Ethernet
interfaces

74

\WJ

Access to the
internet
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Smart Production - criteria

Data processing in the production

Machine to machine communication (M2M)
Company wide networking with the production
ICT infrastructure in the production

Man machine interface

o kR W N PR

Efficiency with small batches
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Production =) Desp?* .«

Data processing in the production

)
e

No processing

of data

76

.

~

-

/

Storage of data

for

documentation

\_

L]
2 Ill
0
4
- 3 ,f—‘-':=i\\.\
)

i\

n,
| ,5
)
3

:“"“zs:u
Mgy
iy N
Iy

/

Analyzing data

for process
monitoring

Automatic
process
planning
/control

Evaluating
process
planning and
control
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-

No
communication

77

N

~

"

N

J

Fieldbus
interfaces

~

Industrial
ethernet
interfaces

rrrrrrr

Machines has
access to
internet

77
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Machine to Machine (M2M) communication

-

Web service
M2M software




@,

smartsense
Rethink Industr
V 13.0 14.0 (rRAMI 4.0)
Enterprise Laye IS
Work center Business o=
Functional

Station

Control device

Filed device
is about automation and control is about automating
systems for the plant or factory the business itself
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Layers

Business ==
RAMI 4.0 — Functional 1
The Reference .
Information

.....................................

Architectural
Model for
Industrie 4.0

Graphics © Plattform Industrie 4.0 and ZVEI
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» |s a SERVICE-ORIENTED ARCHITECTURE

» Combines all elements and IT components in a

RAMI 4.0 — layer and life cycle model

Benefits

» Breaks down complex processes into easy-to-
grasp packages, including data privacy and IT
security

80




Entreprise — The “old” World:
Eﬂ Industrie 3.0
YYark .)@ » Hardware-based structure
SN » Functions are bound to
hardware
Station e Q > Hierarchy-ba.sed
Axis X O O communication
Hierarchy: » Product is isolated

Control
The Factory it i‘j

Field Device ) 'E' Fiai] &

P e 7
roduct &0 S .




Connected
World

Smart
Factory

AXIS X
Hierarchy:
The Factory

Smart
Products

The new World:
Industrie 4.0

» Flexible systems and
machines

» Functions are distributed
throughout the network

» Communication among all
participants

» Participants interact across
hierarchy level

» Product is part of the
network

Layers




The Product: From the First Idea to the Scrapyard

iaintenance : laintenance
Development % Production Usage

Type Instance
Axis Y
Product
life cycle Construction Plan:  Construction Plan: Production: Facility
Development Software Updates Product Management:
Construction Instruction Manual Data Usage
Computer Simulation ~ Maintenance Cycles Serial Number Service
Prototype - Maintenance
Recycling
Scrapping ...

Graphics: Product Life Cycle, RAMI 4.0 © Plattform Industrie 4.0 and ZVEI, Additions by Dr. Peter Adolphs



AXIS Z

Architecture

Organisation and Business Processes

Functions of the Asset
Necessary Data
Communication Access to Information
OPC-UA
Transition from Real to Digital World

/ Physical Things in the Real World

84
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Reference
Architectural
Model

Industrie 4.0
(RAMI 4.0)

Architecture Hierarchy

Layers

Business ;

Functional
Information
Communication

Integration

Communication -

L
j
0
=
[
=
S
Q

Digitalization

Physical Things

\E).

] 2

> (CHNN

@ """""

Product Life Cycle

o

| Development, Production / Sales, Service

A Solution Space with a Coordinate System for Industrie 4.0




Who provides

interpretation
?

CRON:BE

T

The Administration Shell...

» Is the interface connecting
14.0 to the physical Thing

» Stores all data & information
about the asset

» Serves as the network’s
standardized communication
interface

» Is also able to integrate
passive assets

86



The Roles and Responsibilities

» Each physical thing has its own administration shell.
» Several assets can form a thematic unit with a common administration shell,
several thematic units .

Station Control Device Field Device
SCADA PLC Sensors / actuators

the
Administration
Shell




» The connection takes place over the 14.0 communication
» The administration shell forms the digital part
» The Thing forms the real part

RAMI 4.0 14.0

Communication

The

Industrie 4.0
Component

Administration
Shell

L=
—
o

=

©
=

L=

o

Thing
Communication (e.g., machine)
Digitalization @'@)‘(‘
Physical Things AE

o0




OPC-UA
Ole (object layer embedded) Process Control for Unified architecture

89






ISOMEC 27000

150 13849
Metvwork and sysiem Information securnty
Security mansgement systems

Functional safety Bafety of machmnery
-~

-
ecurity Bafety
~—Dhigital Faciony—
Reference model for the digital factorny
o Semantic o

YW S=mantic Web stack

Function blocks for Field device ool (FDT)
process control / electronic nterface specification
device descripticn languapge

Enterprise-control Bsich control .
sysiem integration Hiirarchy Lewsls

Configuration

INDUSTRY 4.0
STANDARDS

Life-cycle—

Information Layer Life—cycle status
COMPLIANCE e
description
Conditicr L
Condition monitoring
Az prumunication layer
Inediestrisl communication M=chine to machins
networks communication
Energy > ISONEC 201140
“————Enginsering Energy efficiency
Integration of AML and OPC LA
T 1EC &612&01
150 13584
COLLADA Sutornstion Industrial-process Inedirstris] automation
(ISOVPAS 17506) r-.-'ag-f Language measuremsnt and control systems and integration
Topology Logic Hmnematics and geometny

ol 1S
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“E
34

N

'5

gﬁ

Concept disambiguation: loT vs. |IoE vs. M2M vs. others

Reach
{who/what is impacted by the concept)

Internet (as we know 1)

‘systems to communicate with other devices of
the same type

é o 111111

is bel '
by the concept)

Physical world




Criteria for Industry 4.0 Products and their Product Properties

Identification (M)

Communication (M)

Semantics (M)

virtual description (M)

services and conditions (O)

standard functions (O)

Security (M)

Cross-manufacturer identification, Unique identifier (ID) Attached to the product,
Electronically readable

Transfer of product data and data files for interpretation or simulation, for example;
product data in standardized form. The product can be addressed via the network, supplies
and accepts data, Plug & Produce via Industrie 4.0-compliant services

Standardized data with manufacturer-independent unique identification in the form of
characteristics with a syntax for

Virtual representation in Industrie 4.0-compliant semantics Virtual representation across
the entire lifecycle.

General interface for loadable services and messages regarding statuses Essential basic
services that an Industrie 4.0 product must support and provide

Basic standardized functions that run on various products regardless of manufacturer and
provide the same data in the same functions

Minimum requirements to guarantee the security functionality



Criteria for Industry 4.0 Products and their Product Properties

No. Criteria Requirements Product properties
s Cross-manufacturer 1) material number [1] (electronic)
identification in accordance with 150 25002-
*  Unigue identifier (ID) 5[2] or URI
Attached to the product 2) serial number or unique 1D
* Electronically readable 3) manufacturer + serial number
1 Identification in: or unigue 1D With 2 and 3
1) Development electronically readable, physical
2) Goods transport (logistics), products via 2D code or RFID
production 4) participant identification via IP
3) Sales, service, marketing network
4) Network
Transfer of product data and Manufacturer makes data that is
data files for interpretation or relevant for the customer
simulation, for example; available/accessible online with
product data in standardized the aid of identification,
2 communication | form. The product can be e.g. PDF via http(s)

addressed via the network,
supplies and accepts data,
Plug & Produce via Industrie
4.0-compliant services

Product addressable online via
TCP/UDP&IP with at least

the information model from
QPC-L14

94
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» Before OPC » With OPC

SVET HMI #B
_oFC__ ~ opc

A ook R
PLC Des

Controller
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smartsense OPC - OPC-UA

f Classic OPC (DCOM) \ K OPCUA \
OPC
com /7]
.. Client pr— m n
N, 1
Windows™ EE i

/

A

OPC

comM

\ Client
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Industry 4.0 and Smart Manufacturing

Big Data

== e

STORAGE

OPC-UA SERVER
HISTORIC DATA

Field Level

Component Level

97
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OPC-UA Architecture

OPC-Client

1320 j
OPC-Server / m*il‘

OPC-Client
% | OPC-Client
FHHEN <€
W | » Access | J)]
Excel E
I ETHERNET
s o w
8| 3 : S ER
E: g g o =
g @
3 :
\{ , :

-
.

. e | Mitsubishi
Siemens S7 \ J J Allen-Bradley ﬂ

Al
PL

W

Siemens S5 Wago, Phoenix, Gerate mit
Beckhoff, Send / Receive
Schneider elc. Schnittstelie
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Honeywell Sentience
Amplia loT

Amazon AWS AT & T M2X MS Azure
Uptake

TempolQ
Eltatein Sy atinis IBM Watson loT airvantage

Carriots Bosch IoT GE Predix

SAP Hana Cloud Intel IOT CUﬂ"luloCity “r?\f"‘:lfy
Siemens MindSphere Cisco Jasper ‘

MQTT/OPC-UA

OPC UA server

IEC 62541 Standard

MQTT, OPC-UA

-

MQTT, OPC-UA

MQTT, OPC-UA

Ethernet

https

*SQL

EtherNetlIP,

ProfiNet

RS 485, RS-232,
MODBUS RTU/TCP,

MQTT, OPC-UA,

Wireless Gateway
(BLE, ZIGBEE, LoRa)

*Wireless Sensors (vibration, temperature, humidity...)
On: Conveyers, motors, etc.

° Https

° ERP, MES, CRM, CMM
s WMS(WIP), WMS(FG)
* Dashboard - Analytics

Plant

Wireless*

Sensors
UGV/AR

708, i

OoT
Wireless*

Sensors
UGV/AR




OPC UA Protocols

Binary Hybrid Webservice
|
'Encoding
pree—) | ]
—
a8 [=a)
B =
= =
® =
= == - Transport
= =
-
Transport
ENT
- -
4840 443 80
1. Binary protocol (UA binary) 2. Hybrid (UA-Binary via HTTPS) 3. Webservice (XML-SOAP)
*mandatory soptional .optional, additional
*best performance, smallest overhead *less overhead than XML-SOAP sextensively supported by available
*takes minimum resources (no XML Parser, SOAP and ecombines the advantages of both protocols: binary tools, can e.g. easily be used out of
HTTP required — important for embedded devices) encoded payload in @ HTTPS frame Java or .NET environments
*best possible interoperability (binary is explicitly firewall-friendly; port 443 (https) will usually work firewall-friendly; port 443 (https) will
specified and allows less choices during without additional configuration usually work without additional
implementation than XML does) configuration

.only one single TCP port (4840) is used for

communication and can easily be used for tunneling 100 > )
or enabled through a firewall http://www.ascolab.com/en/technology-unified-architecture.html



http://www.ascolab.com/en/technology-unified-architecture.html

Ethernet / Ethernet TSN

PROFINET

OPC UA

Management-
level

Operator-

level

Controller-
level

B3 Field-
level

Cloud

MES, ERP

SCADA, DCS
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A gradual design-in into the lloT

Interface 4

Interface 3

Interface 2

Interface 1

Sensor/Aktor E = ol | 2] (M
Automation- -ll gradual OPC UA
Pyramid Design-In Communication
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Message Queuing Telemetry Transport (MQTT)

L
"‘ publish: “21°C* | %

HiveMQ W04 Yscrip,,
p“me
temperature MQTT-Broker " 2750
sensor
AP, subscribe to publish to mobile device
T topic: “temperature” topic: "temperature”

Data send from pressure sensor 1 on valve 2 in fluid dispenser 3 within
manufacturing cell 7 in factory building 2:

building?2/cell7/dispenser3/valve2/pressurel


https://www.globalspec.com/ds/2/areaspec/is_sensor
https://www.globalspec.com/ds/2609/areaspec/app_control_valve
https://www.globalspec.com/ds/3048/areaspec/mount_robotic

smart

Rethink Industry

Y

YV VY

10T
MQTT
Message Queue Telemetry Transport

Lightweight message protocol that is based on a
subscription-publishing

Low-resource, low-power devices, low-bandwidth
networks, high latency

Broker (server) ,client

TCP ,TLS

JSON, XML, encrypted binary or Base64

Quality of service:

0 - Sent only once, in case the client is not available
the message will be lost

1- Resent until it arrives at least once, this can lead
to some duplication in the reception of the
messages.

2- Reach the client only once.

Comparison MQTT vs OPC-UA

Industrial
OPC -> OPC-UA
Open Platform Communications Unified Architecture

» Platform-independent standard through which various
types of systems. Devices can communicate by sending
request and response messages between clients and
servers.

» Services: an object model that can be dynamically
discovered by clients and a data model following the
data-types defined in the protocol itself.

» Gives a consistent and integrated address space
(AddressSpace) and service model.

» Provides security mechanisms for authentication of
users, clients and servers, checking the integrity of
communications and providing security at transport
level by encrypting and signing messages.

» Seeks to facilitate the way of operating between the
devices of different manufacturers by establishing a
common form of communication.



Marketing / sales Ind ustry 4.0 — value chain

New business models:
* pay- per use — charge for time on

End users

v

machine
* Pay- per outcome — charge per
unit produce

v

* Smart energy management,
reduces your customer’s
bills Machine data

Doy
S

Maintenance/ service (after sale)

Machine monitoring:

* Analyzing realtime data
from cloud, helps increase
machine uptime and
prevents faults

Intelligent devices
transmit all
information from
existing machine

. components
* Constant data analysis P ,5\’\\
sensors N :
allows future \\\0 &
improvements to machine up A
. ¥ chajy, & &
design Ntegray; L
lon & @
S Lo b y ©
® Faster, more responsive lean Fr\‘\, it 2 —"3""
o ly chai let d RN
105 0 supply chain, complete & —

Wearhouse ’ traceability

Create value through choice:
Mass product customization results in

/go,a bespoke products for every customer
&y

Managers

Create value via simpler, more
efficient operations and sales
manager uses data to optimize
throughput

Shop floor

* Advanced HMlI’s allow operators
to access data anytime, any
where

* Single operator can manage
multiple machines located in
different sites



The Industry 4.0 ecosystem

Real time maintenance

CYBER SECURITY 3 BIGDATA : memc " SEIVICES | remote maintenance
- - - > Colaborative manufacturing A Remote setup
> Stronger protecion formtenet  CLOUD AR
based manufacuining COMPUTING
> Technology produck with , > Customer & markesng
jonger ife cycie ) . ntmacy
& SENSORS ADVANCED > Cyber Physical Systems {CPG) > Flexibdity "
oy y MANUEACTURING 5 Nu;n;scai command > Perfec:::hatdi vifh &&anefs
e &0 detault — Full automation needs with producton mass
e | deviation SYSTEMS - Totally interconnectedsystems efficiency
SUPPLIERS > Beactivy — Machine to maching communication > On demand manufaciining
> Traceability
I i > Precxctab{iity MASS
N l [— ' CUSTOMIZATION
= CLIENTS
Ii | B : \* D N N N
= 500:0000:0000 g = Bl |s=H1%H1%]
r
" ) 3D PRINTING / ®NANOTECHNOLOGY / ROBOT AUTONOMOQUS j
LOGISTICS 40 |- ADDITIVEMANUFACTURING| | ADVANCED MATERIALS VEHICLE
- - > Scrap ehmination > Smart value added produds > Realtime - Autonomy- > Flow optimzaton INTERNET OF THINGS
> Fully integrated > Mass cusiomizaton > Technical differentation Productivity > |ncreased sscurty g
lsupply chain > Rapig prototyping > Conrectivity » Full transparency on datareporting » Lower costs > Intermet-obiect
: %ﬁmms 4 PLANT OF THE FUTUREA commu;éoam vialow
BLANT g povier radic
| b At late > Real time data caplure
| CLUSTERGFPLANTS | | . Optimized stoscs
i > Reduced wastss
\ \ > (lean and reneviadis snergies
/‘,r RESOURCES OF THE FUTURE At ost
I A T
WIND 'ALTERNATIVE / NON CONVENTIONAL soua%\ GEQT ‘- i s
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Bitstew Systems

Carriots

Security cloud
+

analytics

OPC-UA
server

Honeywell Sentience

Amazon AWS AT 8 TM2X MS Azure
Uptake

Amplia loT

Cisco Jasper

TempolQ

ThingWorx

(backup)

IBM Watson loT airvantage
Bosch loT GE Predix
SAP Hana Cloud Intel IOT CumU|OCity MeSh'fy

Siemens MindSphere

Industry 4.0 — Topology

ERP/CRM/PLM servers

MES

Tag DB

Gateway
/Datalogger

@
Nt
\—¢

ZigBee, LoOWPan, BLE

OPC, OPC-UA & custom interface

:

SCADA server

— T

=

Data acquisition devices
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: Cloud
smartsense | doud ® Computing

Rethink Industry

BN Augmented | . Big data
Smart Workforce ‘b Reality "o analytics

| : b Predictive %" Additive Advanced
. Effectiveness & Efficiency &} el s e | T e

N Real time M2M ‘9 Artificial 7] Machine
\.l/ monitoring communication | ¥ - Intelligence | =5~ Learning

. Data Integration
| Layer

D$flow A
N i

! IcS
Data flow % , ! "

Advanced
Robotics

Security

108 Industry 4.0 and Smart Manufacturing capabilities & SE€urity
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Gateways

Hardware I 6

Firewalls Power

Web Application supply
Firewalls

Cloud Access
Security Broker
(CASB)

IDS /1PS i

&

Authentication
& Authorisation
systems

I

Web-based services

Cloud infrastructure and services

109

Rt

w

T

D
=100

!

loT
ASSETS

e2r v

INFRASTRUCTURE @

o

PLATFORM &
BACKEND

R\
@)

@ (oTDEVICES

L]

Hardware

[

A

Software

((m))

Sensors

Actuators

Microcontroller
Microprocessor

Physical ports and
connectivity

Operating System (OS)

Firmware

Software running

Temperature
Pressure
Humidity
Motion
Acoustic

Chemical

A

Collection of data

Big Data

Algorithms, rules
& logic

Process
automation

Machine learning

Cyber security FIRST - Assets Map

<

Il
uys
——
Data mining

=03

Data
processing &
comguting

ill

Data analytics and visualization

Software/Firmware
updates

Logging

Manitor ng and
l'jidlijl'li'l"'li'i."'

Asset tracking

Storage
Catabases

management

Duvice usage

=
&
%

D

In transit

I use

?

DECISION
MAKING
OTHER leaT
. ECOSYSTEM
DEVICES

F

APPLICATION &
SERVICES

Xe

@ communicaTIONS

v

INFORMATION ()
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N

Devices ta interface with Things

N

Devices to manage Things

Crd

Embedded systems

[e.g. Smartphones/Tablets)

i
[ —Lm
MNetworks

S

Protocols

LAN
WAN

PAN

Bluetacth / BLE
ZigBee

I-Wave

Wi-Fi /Wi-Fi HaLow
MOTT

CoAP

LoRaWaM
GlLowPanN

MNarrawBand-loT
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smartsense Cyber security - Assets critically

Rethink Industry
Sensors
Device & network management

Communication protocols

Gateways

Applications & Services
Actuators

Database servers

Routers

Decision systems

Devices to interface and manage things
Cloud infrastructure/services
Smartphones/Tablets
Software

Sensitive information

LAN

Firewalls, IDS/IPS

WAN

VPN

0% 10% 20% 30% 40% 50% 60% 70% 80%
110 110
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Adidas’s high-tech factory brings

production back to Germany

Making trainers with robots and 3D printers
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Jan 14th 2017

Adidas
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YSmart CAN: wifi, weighting , compressing, App opening

Weight and volume measuring
by sensors

After closing , auto compressing
(the packages)

Open the right CAN
with App and PW

Transmit CAN'’s status to
municipally IT systems

_—» Municipally

! A
. 1)
¥ ? - \

57
e Collect the data in the cloud || Citizen’s bce sheet

(by weight and volume):
+ for recycling
- for hiding

e Optimize routing
Empty and Reset the CAN

Bin Identifier

QO
Optimization of routing

waste collection (online)
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Consumer
Bosch |
washin \ N/
g W

machine OPC-UA
maqtt

Warning message:
Bearing

1- Service -1 (~100S , 20min)
2- Ignore -2 (~1000S — 2W)

115

Job is done

Cloud
BIG DATA

Alert
SMS

Just in
time
service

I’'m coming

)
o

Real time

Inventory level

=

Bosch
Wearhouse

Bosch
Manufacturmg plant

e
Hzlix R =%

ﬂ K Manufacturmg %
IL ondemand
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Industrial Nexo cordless wifi nutrunner

Criterion Requirements Product properties 2017 Nexo nutrunner
Cross-manufacturer identification For 1) material number! (electronic) in 1) Material number
with unique identifier (ID) attached accordance with 150 29002-5" or URI (electronic)
to the product, electronically
rE.EldEI‘hIIE. . For 2) serial number or unique ID
Identification | 'entification in: For 3) manufact ial numb
1) Development uﬁ:qugn:;“u acturer + serial number or 2) OR code
2} Goods trarmsport (ngetcs), With 2) and 3) electronically readable, | ) QR¢ode
production hvsical products via 2D code or REID 4) Participant identification
3) Sales, service, marketing physicat proc . e e . via TCR/UDP and IP network
For 4) participant identification via IP
4) Network
network
Transfer of product data and data Manufacturer makes data that is relevant
files for interpretation or simulation, for the customer available/accessible . .
for example; product data in online with the aid of identification, e.g. Step Thes, CAD drowmgs, ei.
Industrie 4.0 standardised form PDF via http(s)
communication | The product can be addressed

via the network, supplies and
accepts data, Plug & Produce via
Industrie 4.0-compliant services

Product addressable online via TCP/
UDP&IP with at least the information
model from OPC-UA

Yes, torque, rotary angle,
tightening curve, etc. can be
read online

Conclusion: The Nexo cordless wifi nutrun-
ner thus meets all the specified product

properties 2017.

The manufacturer has therefore given it the
“Industrie 4.0 logo” available in this area.

i4.0

CONNECTED
INDUSTRY

11gnurﬁz: Bosch Rexrath



http://blogs.boschrexroth.com/en/connected-automation-en/connected-industry-empowering-tightening-experts-starter-kit-for-improved-process-quality/
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Conclusion: The Nexo cordless wifi nutrun-
ner thus meets all the specified product
properties 2017.

The manufacturer has therefore given it the
“Industrie 4.0 logo” available in this area.

i4.0

CONNECTED
INDUSTRY

Source: Bosch Rexroth
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)} Example 14.0 Component: Hydraulic Cylinder
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= i Admin Shell
Sensor-Monitor iDL Server
Data Sheet . . . 14.0 Admin Shell
3 o ¢ “ . Business e.g. loT-Gateway
' " H b b A0 | 1 K0
it | — B : | Fiirictianse | Functions  ampg U,
EEEE 14.0 14.0 OPC-UA
FC E.‘ “'i Communication Communication
—— <
| Connectivity I 4.0 Data Files m
Y r 4 Digital
eop M Hydraulic __Daa___ =
\d o |* | Cyinder, Communication
. {  w/o Electronics

. Smartphone IO Link
CorTimtICaton e
QR-Code Sensors

-




lloT - A GAME - CHANGER
for PREDICTIVE MAINTENANCE
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Time-to-Failure Months Weeks Days Failure
Maintenance Predictive Condition-monitoring Preventive Reactive
Program / (based on usage and (based on standard (basedontimeor  (basedon
Model wear characteristics asset operation) operational cycles)  asset failure)
to predict failure)

Vibration Vibration detected Motor Fails
Sensor 42 corrective action ta.ken /\ [\ ﬂ must be

(‘ :’ Wear Performance  Audib e Hot to repaired or

N | evidence decrease Noise  touch replaced

VUYVUIVY
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Turbine Performance

® Hitachi
Solutions

1/1/2016 2/28/2017

Bradwell
Cedar
lefferson
Log Side
Martin
Miiford
Mosida

| EEE

All Turbines
Availability

Avail b ——

Eneray Efficacy | l

NN 00S

PO O —— |

Wind Turbine loT Readings

devicoid eadingtype reading A

WINDOO27  GearQilPress 244
GenRPM 1.210.54
GenTemperature 5026
RotorRPM 1432

WINDOO2S  GearQilPress

GenRPM 120na7
GenTemperature 48455
RotorRPM 1432 ¥

Total Production by Date

MonthAbbr ®Jan GFeb BAug $5ep B0ct @Nov BDec

by

Availability Energy Efficacy

Turbines in Farm

Average Wind Speed (km/h)

9.81 K

o
e © S © o o
o ®e¢ o
@ @ ej!arc Istani® e @
@ @ @ Slate Islands Provincial Pds
o
e © © ®
©
(@] e © ® )
°¢ © ©e o
(@]
€]

© 2017 MERE € 2017 Memyoft Corporation
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Events on the Turbine © g::tfuﬁ'igns

iESEI |  WINDO0027

112016 2/28/2017 Event Count per Turbine Part Predicted Days to Failure
R Il 8
¥ | = 2

168.01

Filter by Tutbine Events by Type
ok > ?i’ @ Manufacturer
P — = . Uwner

® Warmng

Gearbox 44786.76

Blade 1 1433975 83
Rotor Hub 195.90 23
Blade 3 2.306.48 1
Brake 1,566.70 7
Coupling 777,56 7
Main Beanng 5147 3
Blade 2 497,10 2
Rotor Break 647,70 2
Generator 300,000.00

Main Shaft 300,000.00

Turning Mechanism 300,000.00

Total 65,169.42 425
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srnart. Industry 4.0 — new business models

Rethink Industry

AS a service Pay-by-usage/subscription-based models for machinery
* New payment models transform capex into opex for manufacturers
» Perpetuation of revenue streams instead of one-off asset sale for suppliers

1o

Platforms

- Eosystems for developers based on open systems
= Broker platforms: industrial spot markets that connect third parties
(e.q., for excess production capacity)



<mart Industry 4.0 — new business models

Rethink Industry

Intellectual Properties Rights (IPR)
* Recurring revenue models (e.g., licensing fees for data standards)

= Add-on services for primary products (e g., consulting on best usage of
products) ;

Data-driven
Usage of (crowd-sourced) data for direct monetization

of collected data instead of primary product (e.g., Google)
 Indirect monetization of insights from collected data (e.g.,
microsegmentation for pricing or customization)
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Nan TvXn

Industry 4.0 Integrated Industry reaches the next level

R
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https://www.youtube.com/watch?v=Q4BK4qy0Ts4

Q;
Smartsense Industry 4.0

How & where to start?

» Gain Management Support
» Start Small with Scalable Industry 4.0 Tools
» Connect OT with IT

Find the Right Partners

137
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eli@smart-sense.co.il
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Eli Sarel
CEO & Founder
eli@smart-sense.co.il www.smart-sense.co.il
M:+872-52-6011457 T/F:+972-4-6291791
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WwWwWw.he.smart-sense.co.il
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