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Introduction

Who we are?
* Parasoft — Source Code Compliance Tools manufacture

*Intland CodeBeamer — Specific ALM Tools for requlated
industries

*ESL —The local representative of Parasoft Intland, responsible
for integration and support in Israel

* Me (Daniel Liezrowice) Development Tools Specialist, inthe
last 12 years | was responsible for 170+ implementations of SW tools in
Regulated industries (Automotive, Medical Device, Civil Aviation etc..)
https://www.linkedin.com/in/liezrowice/




Introduction

What Is ISO 262622

*|SO 26262 is a functional safety standard used in the automotive
industry. A.K.A “Road vehicles — functional safety”.

* Complying with ISO 26262 is rather critical for Automotive
Products developers OEMs, their suppliers, and developers of
automotive components all need to comply.

*In the next slides | will give an overview of ISO 26262 and the
concept of ASIL (Automotive Safety Integrity level) ...



The Importance

of ISO 26262

The purpose of ISO 26262 is to ensure
safety throughout the lifecycle of
automotive equipment and systemes.

Specific steps are required in each phase.
This ensures safety from the earliest
concept to the point when the
vehicle/product is retired.

By complying with ISO 26262, you'll
avoid and/or control systematic failures.
And you’ll detect and/or control random
hardware failures.




Typical ASIL Examples

Typical Automotive Classifications

Both side failure,

ASIL-A
loss af critical data, Mo valid sensor data,

ASIL-B T ASIL-B

Inadvertent deploy,

ASIL-D Both side failure,

ASIL-B

Unwanted acceleration,
ASIL-C to D

Unintended full power braking,
ASIL-D
Both side failure,
ASIL-B

Suspension ascillates,

: ASIL-Bto C
Inadvertent braking,

ASIL-C

self-steering, Incorrect sensor feedback,
A5L-0 AsIL-B
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Part 1: Vocabulary.

Part
2: Management of
functional safety.

Part 3: Concept
phase.

Part 4: Product
development at
the system level.

Part 5: Product
development at
the hardware level.

Part 6: Product
development
at the software
level.




1. Vocabulary

2. Management of functional safety

2-7 Safety management regarding production.

3 . . ; ’ ;
2-5 Overall safety management 2-6 Project dependent safety management operation, service and decommissioning

Production, operation,
service and
decommissioning

3. Concept phase 4. Product development at the system level

gral topics for the product 4-T Systemn and iem integr;

3-5 ltem definition R Bent at the system level and testing

7-5 Planning for production,
operation, service and
decommissioning

3-6 Hazard ;3||.‘:|_1_.rsi.i and risk

4-B Safery validation
assessment

3-7 Functional safety concept

T-6 Production
12. Adaptation of ISD 26262 x Operation. service and
for motorcycles defommissioning

12-5 General topics for adaptation S leneral r.cu:l't for
for motoreycles el <t st ths

12-6 Safety culture Gification of
safi rements

12-7 Confirmation measures

12-8 Hazard analysis and risk

AssEssment 59 Evaluati
12-9 Vehicle integration and violations d ]
testing hardware failop
12-10 Safety validation 510 Hardware |
verification
1 Suppnrﬁkpmces:es
B-5 Interfaces within distributed developments B-8 Verification —m— 8-14 Proven in use argument
B-6 Specification and management of safety 8-10 Documentation management B-15 Interfacing an application that is out of scope
requirements 8-11 Confidence in the use of software tools of 150 26262
8-7 Configuration management 812 Qualification of software components B-16 Integration of safery-related systems not
8-8 Change management £ 12 Evaluation of hardware elements developed according to 150 26262
9. Automaotive safety integrity level (ASIL)-oriented and safety-oriented analyses
[9-5 Requirements decomposition with respect to ASIL tailoring | [9-7 Analysis of dependent Railures
|_|l-6 Criteria for coexiztence of slemants | L?—B Safery analyses
| 10. Guidelines on IS0 26262
I 11. Guidelines on application of 150 26262 to semiconductors

Figure 1 — Overview of the ISO 26262 series of standards




* ISO 26262 Part 6 is the most important part for software developers. It
details the steps Software developers must take to ensure the safety of each
component.

 Part 6 includes several tables that define the methods that must be
considered in order to achieve compliance with the standard.

* (going through all these tables is out of the scope of the presentation)
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* In that presentation we will:

* Review and demonstrate (as much as it will be possible) the
processes and the tools needed for complying with Part 6 of
1SO26262



ISO 26262
For

Software
Developers

* Going through these tables is out of the scope of the
presentation but here is a typical table

Table 1 — Topics to be covered by modelling and coding guidelines

ASIL
Topics
A B C D
la |Enforcement of low complexitya 4 ++ ++ +=
1b |Use of language subsetst + =+ 5 =+
1c |Enforcement of strong typing® + + ++ +
1d |Use of defensive implementation techniquesd + + ++ +
le |Use of well-trusted design principlese ¥ + ++ ++
1f |Use of unambiguous graphical representation - =+ ++ ++
1g |Use of style guides + t+ | ++ | ++
1h |Use of naming conventions == -= == =
1li |Concurrency aspectsf - - - +

e

f

An appropriate compromise of this topic with other requirements of this document may be required.
The objectives of topic 1b include:

—  Exclusion of ambiguously-defined language constructs which may be interpreted differently by different modellers,
programmers, code generators or compilers.

—  Exclusion of language constructs which from experience easily lead to mistakes, for example assignments in
conditions or identical naming of local and global variables.

—  Exclusion of language constructs which could result in unhandled run-time errors.

The objective of topic 1c is to impose principles of strong typing where these are not inherent in the language.
Examples of defensive implementation techniques:

— Verify the divisor before a division operation (different from zero or in a specific range).

— Check an identifier passed by parameter to verify that the calling function is the intended caller.

— Use the "default” in switch cases to detect an error.

Verification of the validity of the underlying assumptions, boundaries and conditions of application may be required.

Concurrency of processes or tasks is not limited to executing software in a multi-core or multi-processor runtime

environmaent.
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Ol Biwip S v b gy~ G @ &

&5 Project Explorer =& &

= asm test

5 security testing example
i sensor

* testcase

=

=

=

il sensor.c
printf("val
fflush(stdq

}

void reportSens

{

@& Test Configurations

Filter

v % User-defined
= Application Monitoring
v = Compliance Packs

Create, manage, and run test configurations

Name | My_MISRA C 2012

# Scope € Static # Generation % Execution B2 Code Review & Common -8 Goals

Enable Static Analysis

initialize » = Aerospace Pack
= d ~ & Automotive Pack Limit maximum number of tasks reported per rule to: | 1000
FIX: €
/] zero(); W KW to Parasoft - Marina Sapir [1Do not apply suppressions
printMessag it My_MISRA C 2012 Code parsing problems: Ignore v
@ My_MISRA C 2012 (1)

finalize(); f My MISRA C++ 2008 Rules Tree  Flow Analysis Advanced Settings

» @ Medical Devices Pack
= Security Pack

¥

Filter | namin

Number of rules: 3,575 total; 420 enabled; 0 hidden

void handleSeng

{ i Toiiisg 3 d Emt.:edded S-ystems > b Naming Conventions [NAMING] - (94/94 enabled) ~ | | Hid
el | s % Hungarian Notation [NAMING-HN] - (44/44 enabled)
A .Ur.“t Testicg 4 |dentifiers for constant and enumerator values shall be lowercase [INAMING-42 - 2] :
90 prablems. & Taske B N %z’?fml‘cm o o 4 All "#define” constants shall be in uppercase [NAMING-01 - 3]
e SplG MY 4 | an enumerated list, list members (elements) shall be in uppercase and names or tags for the |i

15 test results, 0 code ZEZ?nepT::;f:Packs : Use Iowerca.se for file names [NAMING-03 - 3] .
> & [15] Danielliezro oy g i Gloifzal prehxes. should only b.e used for global variables [NAMING-04 - 3]
] Begin local variable names with a lowercase letters [NAMING-05 - 3] Etli
i Seatic My 4 Begin global variable names with a lowercase letters [NAMING-06 - 3]
> UnitTestipg 4 Begin member variable names with a lowercase letters [NAMING-07 - 3] T
> B LIl 4 Begin all boolean type variables with 'b' [NAMING-08 - 3]
- Team 4 Begin class, struct, union, enum, and typedef names with an uppercase letter [NAMING-09 - 3]
il 4 The names of abstract data types, structures, typedefs, and enumerated types are to begin with

[v1 4 The name of enumeration tvpe shall beain with an uppercase letter and contain a suffix ' t' at th

New Delete Revert

@ Run Test

2/




ensor.c - Parasoft C/C+ +test

igate Search Project Parasoft Run Window Help

1B gray [y Q2B vy HvyOryQv B v dREFHYF Yy oy >

=

=

[m]

idsensor.c 2 Egmh @ gmvt maincpp  [Egmvtepp @ Web Browser  [d gmvt apicpp @ TestSuite sensor c.c @ Web Browser
#include <string.h>
& #include "C:\Users\Danielliezrowice-ESL\parasoft\workspace\sensor\gm.h"

o

const int FJTATUS_OK = @;
const int STATUS_FAILED = 1;
« const int STATUS_STOPPED = 2;
a int 1;

. const int MAX_NUMBER_OF_SAMPLES = 38;

4 int readSensor(int * value)

{

static int v = @;

Console [l Properties @& Quality Tasks =
a % 4 T4
135 test results, 0 code review

v 4 [135] >Danielliezrowice-ESL
v I [7] >Severity 2 - High
v @ [7] >ldentifiers for constant and enumerator values shall be lowercase (NAMING-42-2)
v 2k [7] >C\Users\Danielliezrowice-ESL\parasoft\workspace\sensor\sensor.c
= >[Line 6] Variable's name 'STATUS_OK' should be lowercase
& >[Line 7] Variable's name "'STATUS_FAILED' should be lowercase
4 >[Line 8] Variable's name 'STATUS_STOPPED' should be lowercase
& >[Line 11] Variable's name 'MAX_NUMBER_OF SAMPLES' should be lowercase
4 >[Line 23] Variable's name "VALUE_LOW' should be lowercase
& >[Line 24] Variable's name "VALUE_HIGH' should be lowercase
& >[Line 25] Variable's name 'ERROR’ should be lowercase
% [128] >Severity 3 - Medium




And the tables are becoming more specific and complex as we
go further down the document.....

.

Table 6 — Design principles for software unit design and implementation

Principle e

A B £ D
la |One entry and one exit point in subprograms and functionsa ++ - ++ ++
1b |No dynamic objects or variables, or else online test during their creationa + ++ ++ ++
1c |Initialization of variables ++ ++ ++ ++
1d |No multiple use of variable namesa ++ ++ ++ ++
le |Avoid global variables or else justify their usage2 + + ++ ++
1f |Restricted use of pointers? + ++ ++ ++
1g |No implicit type conversions2 + ++ ++ ++
1h |[No hidden data flow or control flow + ++ ++ ++
1i |No unconditional jumpsa T =+ +4 +
1j |Norecursions + + ++ +
2  Principles 13, 1b, 1d, le, 1f, 1g and 1i may not be applicable for graphical modelling notations used in model-based
development.

NOTE For the C language, MISRA C (see Reference [3]) covers many of the principles listed in Table 6.




Pattern Matching issue

That Means, We can’t write like that
EXAMPLE

int foo(int i)

if (i == 0) {

return 0; // Vielation
} else if (i == 1) {

return 1; // Violation
} else |

return 2; // Vielation

}
}

int fooZ(int a) {
int result;
if (a > 0) {
return result; // Vieclation
}
H




Pattern Matching issue
It is a violation of all these coding standards...

REFERENCES
1. Origin: Misra Guidelines - Rule B2

2. MISRA-C:2004 Guidelines for the use of the C language in critical
systems
Chapter 6, Section 14

3. MISRA (C:2012 Guidelines feor the use of the C language in critical
systems
Section 8: Rules, Rule 15.5

4. MISEA C++:2008 Guidelines for the use of the C++ language in critical
systems
Section 6.6.6 Jump statements, Rule 6—6—ﬂ

5. JOINT STRIKE FIGHTER, AIR VEHICLE, C++ CODING STANDARDS
Chapter 4.13 Function, AV Rule 113

6. ISO/DIS 26262
point 8.4.4




Pattern Matching issue

And we need a tool that will not “leave us a lone” until the code will look like that:

REPAIR

int foo(int i)
{
int result = 0;
if (1 == 0) {
result = 0
} else if |
result = 1;
} else |
result = 2;
1

i
return result: /] O

T s

1) |




It requires the following:

Software tool qualification plan.

Software tool documentation.

Software tool classification analysis.

Software tool qualification report.

Using a certified tool makes life much easier and saves time

Going through the phases is out of scope for now but the end result looks like that....
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ZERTIFIKAT ® CERTIFICATE ¢

CERTIFICATE

No. Z10 075084 0005 Rev. 00

Holder of Certificate:
Factory(ies):

Certification Mark:

Product:
Model(s):

Parameters:

Tested according to:

Parasoft Polska Sp.z 0. 0.
MieSuomwsioego 8

30704 Krakow

POLAND

O7S084

Software Tool for Safety Related Development
C/C++tast

Tool classification: T2 {acc. to IEC 61508)

The verification tool fulfills the regusrements for support tools
acconding to IEC §1508-3. The tool is gualfiad to be used in
safety-reisted soffware dewslopment according to IEC 649508 and
SO 26262 The test report is 8 mandatony part of this centificate.

EC 81508-3:2010
150 26262-8:2011

The product was tested on a voluntary basis and complies with the essential requiremants. The

certification mark shown sbove can be aficed on the product i is not permitied to alier the

cartification mark in any way. In addition the cesrtification holder must not transfer the cenificate 1o
overieaf

third parties. See also notes
Test report no.:

WValid undil;

Date., 2018-08-31

Page 1 of 1

TUV S0 Product Senvice GmibH = Cenification Body - Ridlerstraie €5 - BD330 Munich - Germany

T (G

{ Chstion Dirrmaer )



Stakeholder Clinical qualification test
requirements 2 & specitication

e Test cases <«

. Clinical qualification test
5 results

So What Tools the
Software team
needs?

System qualitication test

¥ 2 specification

—> -« L

System requirements System qualification test
Test cases

results

System integration test

o ol specification
System architecture System integration test
I Testcases <« —»

results

* 1. Requirements Tractability Seftware qualfication test
" : — - epecification
; this is achieved by an B4 _requirements " . | Sftware qualllttll:atlon test
. A results
1SO26262 compliant and I
" specification

certified ALM (Application
{ A Software integration test

Life Cycle Management) Testcases «—————> i
tool that has a built in

1ISO2626 Templates SO o _
esign

4

Software integration test

L Software units < » Static verification results |

To affected work Traceability and

products

Change requests < > Consistency




ASPICE and 1S026262 compliance

Stakeholder [ Bidirectional traceability [l consistency
requirements

I SYS.2 BP6 e System qu.aliﬁc?tion test
8YS.2 BP7 ;Y; 5 BPG specification ~ SYS.5BP5 System qualification
——>  System requirements  « ' - Testcases M | test results
SYS.3 BP6 ) -
SYS.3 BP7 SYS.4 BP7 g S
, SYS.4 BP8 specification SYS4BP7 _ System integration
System architecture < > < > Its
Test cases test resu
SWE.1 BP6 SWE.1 BP6
SWE.1 BP7 I SWE.1 BP7 2$52 2;2 Software qualification test
»  Software requirements < ' > Speclicaicl SWE.6BP5 _  Software qualification
SWE.2 BPS | Test cases | test results
SWE.2 BP8 SWE.5 BP7
g SWE.5 BP8 Software integration test
Sl i Spaciiation SWE.5 BP7 Software integration
SYVE.S BRSO SYE.3 BFs SWE.4 BP5 m" i test results
SWE.3 BP6 SWE.3 BP6 SWE .4 BP6
SWE.3 BP5 Software detailed design +———  Unit test specification < SRS > Unit test results
SWE.3 BP6 ‘ o
. Software units < SNE4DES » Static verification results

To affected work products -
Change request < > codebeamel
SUP.10 BPS




E workspace - C/C++ - sensor/sensor.c - Parasoft C/C++test = X

S Wh T I h le Edit Source Refactor Navigate Search Project Parasoft Run Window Help
(0 at (0]0) St e |@isib v v R gy B v v R vBvikvOvAvided v HBEMY v Hvrovary [Quick Access| | &| @ B

S oftwa re tea m :Project Explorer £ “ 8 Esensorc & = 0 EQutline ¥ ®Make Target BTasklist ~ T
BG|e 7| } A R e k| ~
2 asm test 4 stdioh A
n e ed S? & secuity testing example ¥ void printMessage(int msgIndex, int value) u stdlibh
. {
5 0 i
4 Srenscr i _const char® msg = messages[msgIndex]; JE g -
" o Indludes i printf("Value: %d, State: %s\n", value, msg); " STATUS_OK: const int
= Debug M fflush(stdout); #° STATUS FAILED :
' (= stubs E } #° STATUS_STOPPED : const ir
* @& test: & iint
. g e w void reportSensorFailure() itl _—
e 1. Codlng Standards Tool that {9 sensor.c #° MAX_NUMBER OF SAMPLES : const il
(& Makefile v finalize(); // FIX: change order + add initialize() & readSensor(int’) : int
fully supports the Relevant e o S
Coding standard for the . ©“ VALLELOW. corst i
o i . € VALUE_HIGH : const ir v
& wnid handlaSenenrValual(int value) & =
Automotive Industry . ,
. o . . Pr s Console [l Properties @ Quality Tasks % & MISRA C2012 .. & Suppressions & Tes AROROCBBERAD "8
Slnce Safety Crltlcal appl'catlons 108 test results, 0 code review
are ertten |n C/C++ the releva nt & >[Line 133] An 'else’ statement in a function 'main’ shall be followed by a block A
d [4] »A conversion should not be performed from pointer to void into pointer to object (MISRAC2012-RULE_11_5-a-4)
Sta n d d I’d S are M I S RA C 2012 an d »  [13] >A declaration shall be visible when an object or function with extemal linkage is defined (MISRAC2012-RULE 8 4-a-2)

d [4] >All if..else-if constructs shall be terminated with an ‘else’ clause (MISRAC2012-RULE_15_7-a-2)
» d [4] >Always check the returned value of non-void function (MISRAC2012-DIR 4 7-b-2)

d [4] >Avoid null pointer dereferencing (MISRAC2012-DIR 4_1-b-2)
» ' [1] »Both operands of an operator in which the usual arithmetic conversions are performed shall have the same essential type category (MISRAC2012-RULE_10_4-a-2)
~ @ [1] »Do not use resources that have been freed (MISRAC2012-DIR 4 _13-b-4)

v & [1] >sensor.c

Autosar C++ 14

v b >[line 51] Usage of freed resource "messages”
» & >sensor.c (58): finalize(;; // FIX: change order + add initialize()
¥ & >sensor.c (59): printMessage(ERROR, Q);
T >sensor.c (51): const char* msg = messages[msglndex];
d 11 >Do not use resources that have been freed (MISRAC2012-RULE 1 3-¢-2) Y

(YRS Tty leaia




The only coding standard that is mentioned specifically in the
ISO 26262 Standard Is MISRA C

5.4.3 (riteria for suitable modelling, design or programming languages (see 5.4.2) that are not
sufficiently addressed by the language itself shall be covered by the corresponding guidelines, or by the
development environment, considering the topics listed in Table 1.

EXAMPLE1 MISR® C (see Reference [3]] is a coding guideline for the programming language C and includes
guidance for automatically generated code.

EXAMPLE2 Inthe case of model based development with automatic code generation, guidelines can be applied
at the model level as well as the code level. Appropriate modelling style guides including the MISRA AC series can
be considered. Style guides for commercial tools are also possible guidelines.

NOTE Existing coding guidelines and modelling guidelines can be modified for a specific item development.




So What Tools the
Software team
needs?

« The coding Standard
tool must have a

reporting interface that
shows you what is your
compliance level across
the teams/ developers
modules etc..

E PARASOFT.
Report Center ~

MISRA C 2012 Compliance

MISRA Compliance =

(%)

Not Compliant

Build: be-2017-06-28
Compliance: MISRAC 2012

MISRA -

MISRA Guideline Co... =

MISRA Compliance - All Guidelines by Status

All Guidelines

3.5K 114

Violations  Deviations

69.8%

Build: be-2017-06-28
Compliance: MISRA C 2012

118/169
be-2017-06-28

Mandatory Guidelines

71

by Status - MISRA Compliance - Required Guidelines by Status

Reguired Guidelines

Violations

Deviations Violations  Deviations
Bulld: be-2017-06-28 Bulld: be-2017-06-28
Compliance: MISRA C 2012 Compliance: MISRA C 2012

MISRA Violations by Category - TreeMap

Build: bc-2017-06-28  Compliance: MISRA C 2012

Requirod
Rule 15.8
MISRA2012-RULE_15_6-

Rule 10.3 Dir 4.6

:ll.lsl MISRA2012-RULE_10_3-b MISRAZ2012-DIR_4_6-b

 Advisary. | 670/0

Rules in Compliance: 217
Rules Enabled: 326
Vialations: 3485

Powered by Parasoft Development Testing Piatform. Copyright @ 1895-2017.

SRA C:2012 Categ

MISRA C 2012 Rule... =

Filter Period Baseline Build Target Build
be: Default | Last10builds | First Build in Period Latest Build

Top 5 MISRA Guideline =
y ategory "~ #of Violations
Rule 15.6 (Required) The body of an it.-
Dir 4.6 (Advisory) typedel
Rule 10.3 (Required) The value of an -
Rule 12.1 (Advisory) The precedence ---
Rule 10.1 (Required) Operands shall n:--

more..

MISRA G = Advisory

by Status

Advisory Guidelines

1.2K 114
Violations  Deviations

Bulld: be-2017-06-28
Compliance: MISRA C 2012

Top 5 MISRA C 2012 Analysis Rules

C MISRA C:2012 Ca ies

E # af

MISRA2012-DIR_4_6-b

MISRA2012-RULE_15_6-b
MISRAZ012-RULE_10_3-b
MISRA2012-RULE_12_1-b
MISRA2012-RULE_15_5-a




HPARASOFT.

Yo Wh atToo I S the MISRA Deviation Report
Filter: bc Compliance Profile: MISRAC 2012 Compiler: gcc 49 Analysis Took Parasofi Ce+test 1032 Target Build: be-2017-06-28
SOftwa re tea m Dit 4.1 (Required) Run-time falures shall bo minimized
n e e d S ? Dir 4.2 (Advisory) All usage of assembly language should be documented

Dir 4.3 (Required) Assembly language shal be encapsulated and isolated

Dir 4.4 (Agvisory) Secuons of code should not be commented out™

Rule ID: MISRA2012-DIR_4_4-a
Deviation Type: DTP Suppression
Action: Suppress
Risk/impact: Undefined

* Since it is extremally hard Raberemce  FRA 123
and no common to have a MoaRcaton Hter
100% compliance to MISRA oo D

Date: 2017-08-17 08:20:30 PM Old Value: NJA
New Value: PRA-123

Coding Standard, the coding
Standard tool must have a New Vaie.Supgres

Comment: As por Deviation Perm #PRA-123

reporting interface that — R

Fleld: violationAction
Old Value: None

Date: 2017-08-17 08:20:37 PM Oid Value: Not Dofinod
New Value: Do not show

allows an easy deviation
management and control

Dir 4.5 (Advisory) Identifiors in the same namospaco with overlapping visiblity should be typographically unambiguous

Dir 4.6 (Advisory) typedefs that indicate size and signedness should be used in place of the basic numerical types

Rule ID: MISRA2012-DIR_4_6-b
Deviation Type: In-Code Suppression

Action: None
Risk/impact: Undefined
Supp n Reoason: suppr rulo MISRA2012-DIR_4_6-b

Suppression Author: igarg

Powored by Parasoft Develcoment Testing Platform Copyrght © 1006 2017




Advantages
of the C
Language

C compilers exist for almost any processor

C compiled code is very efficient and without hidden costs

C is defined by an ISO standard

C, possibly with extensions, allows easy access to the
hardware

C has a long history of usage in critical systems

C is widely supported by tools



Disadvantages of C

|  Trust the programmer
Il Letthe programmer do anything

lll Keep it fast, even if not portable
\Y;

Bad for safety and security!




Which C
actually we . Which C?
talking . K&R C (1978)
« ANSI-C (K&R2 1989) 228 pages
. 1SO-C 9899:1990 (C90) 271 pages
. ISO-C 9899:1990 +A1 & TC's 1-3  (C95)

« ISO-C 9899:1999 (C99) 568 Pages
« [SO-C 9899:2011 (C11) 853 Pages

The C Language




C can have Unspecified behavior

* Simple Example of Unspecified behavior in C

a=f(b)/g(b);

where f and g both modify b, the result stored in a may be
different depending on whether f(b) or g(b) is evaluated first.



C can have Undefined Behavior

int foo(unsigned char x)

{
int value = 2147483660; /* assuming 32 bit int */
value += x;
if (value < 2147483600)
bar();
return value;
}

The value of x cannot be negative and, given that signed integer overflow is undefined behavior in C, the compiler can assume that value < 2147483600 will
always be false. Thus the if statement, including the call to the function bar , can be ignored by the compiler since the test expression in the if has no side

effects and its condition will never be satisfied. The code is therefore semantically equivalent to:

int foo(unsigned char x)

{
int value = 2147483608;
value += x;
return value;



C has Implementation-defined behavior

* Trying to allocate O bytes of memory using
o= g (0 * 5] e

My result in o either being NULL or Unique pointer



It is even written in the C99 standard

7.20.3 Memory management functions

The order and contiguity of storage allocated by successive calls to the calloc,
malloc, and realloc functions is unspecified. The pointer returned if the allocation
succeeds is suitably aligned so that it may be assigned to a pointer to any type of object
and then used to access such an object or an array of such objects in the space allocated
(until the space i1s explicitly deallocated). The lifetime of an allocated object extends
from the allocation until the deallocation. Each such allocation shall yield a pointer to an
object disjoint from any other object. The pointer returned points to the start (lowest byte
address) of the allocated space. If the space cannot be allocated, a null pointer is
returned. If the size of the space requested is zero, the behavior is implementation-
defined: either a null pointer is returned, or the behavior is as if the size were some
nonzero value, except that the returned pointer shall not be used to access an object.



If C wasn’t broken, we wouldn’t have a need to fix it

Rigidly defined areas of uncertainty and doubt
— Implementation defined 3.4.1
— Undefined 3.4.3

- Unspecified 3.4.4
ISO C 99 has over 400 of the above.
3.4.27
Locale-Specific behaviour.



We described:
"« Undefined behavior
* Unspecified behavior
* Implementation-defined behavior

* (and we glossed over locale-specific
behavior)

Conclusion . Why is the standardized language not fully
o defined?

* Because implementing compilers is easier

- Because compilers can generate faster
code




Enter Coding
Standards!!!

 |If we had a coding standard
that dictate:

* Then that wouldn’t be a
problem

C can have Unspecified behavior

* Simple Example of Unspecified behavior in C

a = f(b) + g(b);

where f and g both modify b, the result stored in a may be
different depending on whether f(b) or g(b) is evaluated first.



And we have

such a
standard....

secure | caxapa.ru/thumbs/468328/misra-c-2004.pdf B
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promotions. The following example written for a 16-bit implementation demonstrates
that addition is not associative and that it is important to be clear about the structure of an

expression:
uintlé_t a = 10U;
uintlé_t b = 65535U;
uint32_t c = 0U;
uint32_t d;
d= (a+b) + c; /* d is 9; a + b wraps modulo 65536 */
d=a+ (b +c); /* d is 65545 */

/* this example also deviates from several other rules */

Note that Rule 12.5 is a special case of this rule applicable solely to the logical operators,
ssand | |.

Rule 12.2 (required): The value of an expression shall be the same under any order of
evaluation that the standard permits.

[Unspecified 7-9; Undefined 18]

Apart from a few operators (notably the function call operator (), &«&, ||, ?: and , (comma))
the order in which sub-expressions are evaluated is unspecified and can vary. This means that
no reliance can be placed on the order of evaluation of sub-expressions, and in particular no
reliance can be placed on the order in which side effects occur. Those points in the evaluation of
an expression at which all previous side-effects can be guaranteed to have taken place are called
“sequence points”. Sequence points and side effects are described in sections 5.1.2.3, 6.3 and 6.6
of ISO/IEC 9899:1990 [2].

Note that the order of evaluation problem is not solved by the use of parentheses as this is not a
precedence issue.

The following notes give some guidance on how dependence on order of evaluation may occur,
and therefore may assist in adopting the rule.

= _increment or decrement onerators




MISRA C (2012)

Standard defined and owned by The
Motor Industry Software Reliability
Association
Full details at: http://misra.org.uk/
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How is the MISRA C Standard constructed?

m Directives and Rules
— Rules are completely described without a context and checking
tools should be able to verify them; may be decidable or
undecidable
— Directives need context or other information

m (Categories

— Mandatory
— Non-optional

— Required
— Formal deviation required
— A Required guideline may be treated as Mandatory

— Advisory
— Recommendations
— An Advisory guideline may be treated as Required or Mandatory



Directives

m Modest number — 16

m Many are quite obvious
®m Tend to address “big picture” issues

m Examples ...




Directives

Dir 2.1 — All source files shall compile without any
compilation errors
— Some compilers may produce executable code despite error
messages
— This code's behavior is unpredictable

Dir 4.4 — Sections of code should not be "commented

out”
— Dangerous because of comment nesting issues
— Readability is impaired
— Better to use preprocessor directives: #if or #ifdef

Dir 4.12 — Dynamic memory allocation shall not be

used
— Generally bad to use malloc () etc. in a real time system
— Issues with insufficient memory and fragmentation
— Very non-deterministic



m Many
— 143 in total
— 22 categories

m Examples ...



Rules

Rule 1.2 — Language extensions should not be used
— Reduces code portability
— Often needed for embedded
— e.g. interrupt keyword reduces assembler code

Rule 2.1 — A project shall not contain unreachable

code
— Indicates a logical fault in the code
— Just allowing compiler to remove is dangerous
— May need to take care that compiler does not remove defensive

code:
— €.0. switch (*(volatile uint32 t *) &svar)



Rules

Rule 11.4 — A conversion should not be performed
between a pointer to object and an
integer type

— This rule is only advisory
— Very likely to be necessary in embedded applications to address

device registers:
uint32 t *device reqg = (uint32 t *) 0x8000;

Rule 12.3 — The comma operator should not be used
— Generally leads to reduced readability/clarity

— Might be acceptable in a for-loop:
for (i=0, x=0.0; i<10; i++, x += 1.0)




Implementing MISRA C:2012

DESIGN UNIT TEST

WRITE CODE “'—!

STATIC ANAYLSIS '\
MISRA C

COMPILE




Implementing MISRA C:2012

. Static Analysis
— Essential for ALL C code

« Compilerisa TRANSLATOR

— It is not a static analyser

— It will compile legal code
« NO matter how dangerous




* First the compiler, according to MISRA C it must be at least
1ISO 99 (or 95 ) compatible

* The First “unofficial” rule of MISRA Cis “rule No 1
of MISRA C must be always deviated”

* (simply, no such thing as fully ISO C compliant Compiler)



Implementing MISRA C:2012

Secondly the Static Code Analyzer
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FPARASOFT

MISRA Deviation Report

Filter: bc  Compliance Profile: MISRAC 2012 Compller: gec 48 Analysis Took: Parasoft Ce+test 1032 Target Bulld: bo-2017.06-28

Dir 4.1 (Required) Run-tme faluros shall bo minmized v - N
Dir 4.2 (Advisory) All usago of assembly language should bo documented v - |
Dir 4.3 (Required) Assembly language shal be ancapsulated and isolated v - No Devia

Dir 4.4 (Advisory) Sections of code should not be commentsd oul™

Rule ID: MISRA2012-DIR_¢_4-a
Deviation Type: DTP Suppression
Action: Suppross
Riskimpact: Undefired
Referonce #: PRA-123

Modification History

Usar: demo Fiold: roferonceNumber
Date: 2017-08-17 08.20.30 PM Oid Value: NA
Now Value: PRA123
Flold: violazionAction
Oid Value: None
Now Value: Suppross

Comment: As per Deviation Pormt #PRA-123

User: demo Flold: priority
Date: 2017.08-17 (8:20:37 PM Oid Value: Not Dofined
New Value: Do not show

Dir 4.5 (Advisory) Identfiors in the same namospace with overiapping visiblity should bo typographically unambiguous v -

Dir 4.6 (Advisory) typodefs that indicate size and signedness should be used in place of the basic numerical types

Rule ID: MISRA2012-DIR 4 _6b
Deviation Type: In-Code Suppression
Action: Nong
Riskimpact: Undefined
Suppression Reason: suppross rulo MISRA2012-DIR_4_6b
Suppression Author: igarg

Powared by Paraioft Development Testing Platform. Copyright © 10082017



e Deviations must be considered
carefully and clearly recorded
— May be Specific or Project —
Document all details, including
justification and why it is not
unsafe

Deviations




* Common example of deviation in
embedded code is direct memory
access

Deviations




* Compliance — can only be
claimed for a specific project —

MISRA C can not be claimed for an
organization

Compliance




Conclusion

~ « MISRA Cis a useful approach to writing
better, safer C code

\J

* |tis not specific to automotive

~ * The use of the guidelines is flexible in a well
defined way

* For the most part, the guidelines just
structure common sense practices



So What Tools the
Software team
needs?

* Code Coverage Tool with
Coverage Features according to
your ASIL needs, The Code
Coverage Tools should be
integrated To the Coding
Standards Tool for ease of use
and the to the ALM and
Reporting Tool

* Demo available at our Booth

Coverage Level ASIL AASIL BASIL CASIL D

Statement Coverage ++ | ++ - +

Branch Coverage + bk | ¥ | Bd

MC/DC (Modified Condition/Decision Coverage) + + T |

E& workspace - C/C++ - sensor/sensor.c - Parasoft C/C++test = X
File Edit Source Refactor Navigate Search Project Parasoft Run Window Help
Oy G| BRiP YRR @ E @G v Qv S v b~ O~ Qvide s~ HREMNH sy oo~ [Quick Access|i| & | @@
[ Project Explorer 5 =B Bsensorc ® = 0| =0utline ¥ © Make Target ElTasklist ~ O
BESle ¥ |° TENAIIZRNNS A~ BR e x| ~
> € asm_test I S u stdioh ~
oid mainLoop2()
E5 security testing example u stdibh
v & sensor int sensorValue; o string.h
@ Includes int status = -1; #° STATUS_OK : con
& Debug ““llet(i) { - @ T #° STATUS_FAILED - o)
status = reaadSensor(&sensorValue); " -
Seatios if (status == STATUS_STOPPED) { // FIX: == instead of = i 1D
> e tests break; ® izint
48l sensor.c } else if (status == STATUS_FAILED) { #° MAX_NUMBER_OF_SAMPLES : const int
[ Makefile reportsensorfFailure(); @ readSensor(int?) : int
break; ® d
# messages : char
handleSensorValue2(sensorValue); ©° VALUE LOW
e ©° VALUE_HIGH
" finalize(); € ERROR : ¢
I @ initialize() - void
b o finalizaf - nicd i
< >
oblems ks B Console perties @ Quality Tasks @ MISRA C 2012 ... = Suppressions # Coverage & BlEecessaRsy ~=0
Line Coverage 63% [40/63 executable lines]
~ & sensor -- 63% [40/63 executable lines] ~
v [g sensor.c -- 63% [40/63 executable lines]
o handleSensorValuet -- 0% [0/7 executable lines]
© mainLoop1 -- 0% [0/11 executable lines]
o reportSensorfFailure -- 0% [0/2 executable lines]
© main -- 80% [4/5 executable lines]
© mainLoop2 -- 82% [9/11 executable lines]
o finalize -- 100% [5/5 executable lines]
@ handleSensorValue2 -- 100% [7/7 executable lines]
@ initialize -- 100% [8/8 executable lines]
o printMessage -- 100% [3/3 executable lines] v

| Writable Smart Insert |102:1




Table 9 — Structural coverage metrics at the software unit level

ASIL
Methods
A B C D
la |Statement coverage + e + ¥
1b [Branch coverage r + ++ ++
1c [MC/DC (Modified Condition/Decision Coverage) + - - ++

NOTE2  The structural coverage can be determined by the use of appropriate software tools.

NOTE3 In the case of model-based development, the analysis of structural coverage can be performed at the
model level using analogous structural coverage metrics for models.

EXAMPLE4 The analysis of structural coverage performed at the model level can replace the source
code coverage metrics if it is shown to be equivalent, with rationales based on evidence that the coverage is
representative of the code level.

NOTE 4 If instrumented code is used to determine the degree of structural coverage, it can be necessary
to provide evidence that the instrumentation has no effect on the test results. This can be done by repeating

representative test cases with non-instrumented code.




How It is Done? - Instrumentation

1 void foo()

2 {

3 found=false;

4 for (i=0;(i<100) && ( ! found );i++)
5 {

6 if(i==50) break;

7 if (i==20) found=true;
8 if(i==30) found=true;
9 }

10 printf("foo\n");

11}



How It is Done? - Automatic Instrumentation.

Instrumentation for statement coverage

1 char inst[5];

2 void foo()

3{

4 found=false;

5 for (i=0;(i<100) && (! found);i++)

6 {

7 if (i==50) { inst[0]=1;break;}

8 if(i==20) { inst[1]=1;found=true;}
9 if(i==30) { inst[2]=1;found=true;}
10 inst[3]=1;}

11 printf("foo\n");

12 inst[4]=1;}



How It is Done? - Instrumentation

Inserting the full instrumentation code for the Branch coverage
in this example will produce the following code:

1 char inst[15];

2 void fool()

3 {

4 found=false;

5 for (i=0; ((i1i<100)?2inst[0]=1:inst[1]1=1,0) && ((! £
ound) ?inst[2]=1:inst[3]=1,0) ;i++)

6 {

7 if ((i==507?inst[4]=1:inst[5]=1,0) ) {
inst[6]=1;break;}

8 if ((i==207?inst[7]=1:inst[8]=1,0) ) {
inst[9]=1; found=true;}

9 if ((1i==30?inst[10]=1:inst[11]1=1,0) ) {

inst[12]=1; found=true; }
10 inst[13]1=1; }
11 printf ("foo\n") ;
12 inst[14]=1; }
Full code coverage instrumentation at condition level



So What Tools the
Software team
needs?

Unit Testing Tool with
Features according to your
ASIL needs, The Unit Testing
Tools should be integrated To
the Coding Standards Tool
and Code Coverage Tool for
ease of use, and the to the
ALM and Reporting Tool

Demo available at our Booth
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So What Tools the

Software team — I
needs? ; Test N | Moty N | L =
» -
 UnitTesting Tool should be TR IR — - T - o
integrated to reporting tool
that gives you an overview on
the Unit tests progress across
your projects developers and - oo s e 5 e e
e TtTTEL I e mae 32K 4%  11.0K1x
» Demo available at our Booth — .
40 130
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Software verification: A birdeye view

Typical development cycle and the relevant testing techniques

S - > - > - i
R K I o

Coding standards Unit testing Integration testing Functional testing Memory error
detection

WCﬁ“ = A T " .?/ "
o 2
A O 4 g8

Coverage analysis Regression testing Workflow automation Peer code review &
document inspections
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Thank you'!
Daniel Liezrowice

https://www.linkedin.com/in/liezrowice/



