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Introduction

• Parasoft – Source Code Compliance Tools manufacture
• Intland CodeBeamer – Specific ALM Tools for regulated 

industries  
• ESL – The local representative  of Parasoft Intland , responsible 

for integration and support in Israel 
• Me (Daniel Liezrowice) Development Tools Specialist,  in the 

last 12 years I was responsible for 170+  implementations of SW tools in 
Regulated industries (Automotive, Medical Device, Civil Aviation etc..) 
https://www.linkedin.com/in/liezrowice/

Who we are?



Introduction
What Is ISO 26262?

• ISO 26262 is a functional safety standard used in the automotive 
industry. A.K.A  “Road vehicles — functional safety”.

• Complying with ISO 26262 is rather critical for Automotive 
Products developers  OEMs, their suppliers, and developers of 
automotive components all need to comply.

• In the next slides I will give an overview of ISO 26262 and the 
concept of ASIL (Automotive Safety Integrity level) …



The Importance 
of ISO 26262 

The purpose  of ISO 26262 is to ensure 
safety throughout the lifecycle of 
automotive equipment and systems.

Specific steps are required in each phase. 
This ensures safety from the earliest 
concept to the point when the 
vehicle/product  is retired.

By complying with ISO 26262, you’ll 
avoid and/or control systematic failures. 
And you’ll detect and/or control random 
hardware failures. 



Typical ASIL Examples 



The 10 (general) Parts of ISO 26262

Part 1: Vocabulary.
Part 

2: Management of 
functional safety.

Part 3: Concept 
phase.

Part 4: Product 
development at 
the system level.

Part 5: Product 
development at 

the hardware level.

Part 6: Product 
development 

at the software 
level.

Part 7: Production 
and operation.

Part 8: Supporting 
processes.

Part 9: ASIL-
oriented and 

safety-oriented 
analysis.

Part 10: Guideline 
on ISO 26262.





ISO 26262 For Software Developers

• ISO 26262 Part 6 is the most important part for software developers. It 
details the steps Software developers must take to ensure the safety of each 
component.

• Part 6 includes several tables that define the methods that must be 
considered in order to achieve compliance with the standard.

• (going through all  these tables is out of the scope of the presentation)



ISO 26262 For Software Developers

• In that presentation we will: 

• Review and demonstrate (as much as it will be possible) the 
processes and the tools needed for complying with Part 6 of 

ISO26262 



ISO 26262 
For 
Software 
Developers

• Going through these tables is out of the scope of the 
presentation but here is a typical table

DL-E1
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And the tables are becoming more specific and complex as we 
go further down the document…..



Pattern Matching issue 
That Means, We can’t write like that 



Pattern Matching issue 
It is a violation of all these coding standards… 



Pattern Matching issue 
And we need a tool that will not “leave us a lone” until the code will look like that:



ISO 26262 Tool Qualification

• Any tools used in automotive development need to be qualified. Part 8 of ISO 26262 
provides guidance for tool qualification.

• It requires the following:

• Software tool qualification plan.

• Software tool documentation.

• Software tool classification analysis.

• Software tool qualification report.

• Using a certified tool makes life much easier and saves time

• Going through the phases is out of scope for now but the end result looks like that….





So What Tools the 
Software team 

needs?

• 1. Requirements Tractability 
, this is achieved by an 
ISO26262 compliant and 
certified ALM (Application 
Life Cycle Management)  
tool that has a built in 
ISO2626 Templates 





So What Tools the 
Software team 

needs?

• 1. Coding Standards  Tool that 
fully supports the Relevant 
Coding standard for the 
Automotive Industry

• Since Safety Critical applications 
are written in C/C++ the relevant  
standards are MISRA C 2012 and 
Autosar C++ 14 



The only coding standard that is mentioned specifically in the 
ISO 26262 Standard Is MISRA C 



So What Tools the 
Software team 

needs?

• The coding Standard 
tool must have a 
reporting interface that 
shows you what is your 
compliance level across 
the teams/ developers 
modules etc..  



So What Tools the 
Software team 

needs?

• Since it is extremally hard 
and no common to have a 
100% compliance to  MISRA 
Coding Standard, the coding 
Standard tool must have a 
reporting interface that 
allows an easy  deviation 
management and control 



Advantages 
of the C 
Language 

C compilers exist for almost any processor

C compiled code is very efficient and without hidden costs 

C allows writing compact code (many built-in operators, 
limited verbosity, ...)

C is defined by an ISO standard 

C, possibly with extensions, allows easy access to the 
hardware

C has a long history of usage in critical systems

C is widely supported by tools



Disadvantages of C



Which C 
actually we 

talking 
about?



C can have  Unspecified behavior 

• Simple Example of Unspecified behavior in C 

where f and g both modify b, the result stored in a may be 
different depending on whether f(b) or g(b) is evaluated first.

a=f(b)/g(b);



C can have Undefined Behavior



C has Implementation-defined behavior
• Trying to allocate 0 bytes of memory using

My result in o either being NULL or Unique pointer 



It is even written in the C99 standard 



If C wasn’t broken, we wouldn’t have a need to fix it



Conclusion 

We described:
• Undefined behavior
• Unspecified behavior
• Implementation-defined behavior
• (and we glossed over locale-specific 

behavior)
Why is the standardized language not fully 
defined?
• Because implementing compilers is easier 
• Because compilers can generate faster 

code



Enter Coding 
Standards!!!

• If we had a coding standard 
that dictate: “Don't write 
code that depends on the 
order of evaluation of 
expression that involves a 
function call ” 

• Then that wouldn’t be a 
problem



And we have 
such a 
standard….



MISRA C (2012)

Standard defined and owned by The 
Motor Industry Software Reliability 

Association 
Full details at: http://misra.org.uk/



MISRA C is widely used in 
any project that involves 

functional Safety 
DO178C

ISO 26262
IEC 61508
And more..





Which Coding 
Standard to 

use?



How is the MISRA C Standard constructed?



Directives 



Directives 



Rules 



Rules 



Rules 



Implementing MISRA C:2012 



Implementing MISRA C:2012 



Implementing MISRA C:2012 

• First the compiler, according to MISRA C it must be at least 
ISO 99 (or 95 ) compatible

• The First “unofficial” rule of MISRA C is “rule No 1 
of MISRA C must be always  deviated”

• (simply, no such thing as fully ISO C compliant Compiler)



Implementing MISRA C:2012 
Secondly the Static Code Analyzer  



Deviations 



Deviations 

• Deviations must be considered 
carefully and clearly recorded 
— May be Specific or Project —
Document all details, including 
justification and why it is not 
unsafe 



Deviations 

• Common example of deviation in 
embedded code is direct memory 
access



MISRA C 
Compliance 

• Compliance — can only be 
claimed for a specific project —
can not be claimed for an 
organization



Conclusion 

• MISRA C is a useful approach to writing 
better, safer C code

• It is not specific to automotive 
• The use of the guidelines is flexible in a well 

defined way
• For the most part, the guidelines just 

structure common sense practices 



So What Tools the 
Software team 

needs?

• Code Coverage Tool with 
Coverage Features according to 
your ASIL  needs, The Code 
Coverage Tools should be 
integrated To the Coding 
Standards Tool for ease of use 
and the to the  ALM and 
Reporting Tool 

• Demo available at our Booth 





How It is Done?  - Instrumentation

1 void foo()
2 {
3 found=false;
4 for (i=0;(i<100) && ( ! found );i++)
5 {
6 if (i==50) break;
7 if (i==20) found=true;
8 if (i==30) found=true;
9 }
10 printf("foo\n");
11 }



How It is Done?  - Automatic Instrumentation. 

Instrumentation for statement coverage

1 char inst[5];
2 void foo()
3 {
4 found=false;
5 for (i=0;(i<100) && (! found);i++)
6 {
7 if (i==50 ) { inst[0]=1;break;}
8 if (i==20 ) { inst[1]=1;found=true;}
9 if (i==30 ) { inst[2]=1;found=true;}
10 inst[3]=1; }
11 printf("foo\n");
12   inst[4]=1; }



How It is Done?  - Instrumentation

1 char inst[15];
2 void foo()
3 {
4 found=false;
5 for (i=0;((i<100)?inst[0]=1:inst[1]=1,0) && ((! f

ound)?inst[2]=1:inst[3]=1,0);i++)
6 {
7 if ((i==50?inst[4]=1:inst[5]=1,0) ) { 

inst[6]=1;break;}
8 if ((i==20?inst[7]=1:inst[8]=1,0) ) { 

inst[9]=1;found=true;}
9 if ((i==30?inst[10]=1:inst[11]=1,0) ) { 

inst[12]=1;found=true;}
10 inst[13]=1; }
11 printf("foo\n");
12 inst[14]=1; }

Full code coverage instrumentation at condition level

Inserting the full instrumentation code for the Branch coverage
in this example will produce the following code:



So What Tools the 
Software team 

needs?

• Unit Testing Tool with 
Features according to your 
ASIL  needs, The Unit Testing  
Tools should be integrated To 
the Coding Standards Tool 
and Code Coverage Tool  for 
ease of use, and the to the  
ALM and Reporting Tool 

• Demo available at our Booth 



So What Tools the 
Software team 

needs?

• Unit Testing Tool should be 
integrated to reporting tool 
that gives you an overview on 
the Unit tests progress across 
your projects developers and 
teams 

• Demo available at our Booth 



Software verification: A birdeye view 
Typical development cycle and the relevant testing techniques

Plan Code Build Test Release Deploy

Coding standards Unit testing Integration testing Functional testing Memory error 
detection

Coverage analysis Regression testing Workflow automation Peer code review & 
document inspections



Thank you !
Daniel Liezrowice 

Daniel.l@eswlab.com
https://www.linkedin.com/in/liezrowice/


