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s Exploit
o Code that is designed to take advantage of a vulnerability

\/

** Security Vulnerability
According to NIST:

“Weakness in an information system, system security procedures, internal
controls, or implementation that could be exploited or triggered by a

threat source.”
Source: http://nvlpubs.nist.gov/nistpubs/ir/2013/NIST.IR.7298r2.pdf

According to Microsoft:

“A security vulnerability is a weakness in a product that could allow an
attacker to compromise the integrity, availability, or confidentiality of
that product.”

Source: http://technet.microsoft.com/en-us/library/cc751
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Faster Fixes for Security Flaws

Vendor Total Days of T9tal_ Days of R_ecess
Hacker Recess Advisories Per Advisory
;::fci: s\llgnpde:r SAS 31 1.2
stﬁch gl;:lﬁdA 982 61 16.
Leading Closed 16 5 505

Source Vendor B
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National Vulnerability Database

s US government repository since 2005

\/

** Common Vulnerabilities and Exposures (CVEs)
o International in scope & free for public use

o A dictionary of publicly known information security
vulnerabilities and exposures

% Currently more than 60K CVEs .. e

o Both open source rox
and commercial software 20

SO0%
40%

30% ¢

20%
\1{‘ i
& ~.°& & *96 £ xé? & ~.§ \&b *9& 'P\Q & '~.°¢' & x°\b

gil@trinitv.co.il 3 _ w55 CVEs ===Commercial CVEs
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NVD Nomenclature

CVE: Common Vulnerabilities and Exposures

o  Known Vulnerability

CCSS: Common Configuration Scoring System

o Aseverity

CPE: Common Platform Enumeration

o  Anowner, product and version

CCE: Common Configuration Enumeration

o A system configuration

CWE: Common Weakness Enumeration

o Acode, design or architecture weakness

L]

-‘g DesignE SQL Resource 3

T o phequest rrorEs g.Exﬁiﬁ?Eiiem

3] Management l‘ Coc EAl.lthentitzatiorl
Issues Input ;™ CSRE Following ENum eric

Configuration = * Information §

Conditions 0S ®
Link Traversal crOSS-Slte S

Bufferc 2.~ D Cryptographic Privileges

LeakE A~ g Permissions validation

CWEa Scripting Format
Forgery
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Security Vulnerabilities (CVEs)

8000

7000

6000

5000

4000

3000

2000

1000

0

——SS

gil@trinity.co.il

& protecode

) ; Total

/ \ Non-0SS

/ \/>‘ 0SS

= ~ —

O O N A O X L A B O QO N9 Y
D T O OO O O QT O " N N AN N
FEEEE S S OO S

e
—


mailto:gil@trinity.co.il

ATrin:
ATrinit

aﬂlwmu M Bzytmo{

WA

NIy ao oM

TRINN %
1T ©
NINO-TI7 VRP'ND '97 <
Yal7n NN IR/ N7'AN-NNT NIYIAD 19 WAIT ©



mailto:gil@trinity.co.il

A Trinity

Saﬂ!wmt M Elyo

Sample Security Vulnerabilities Report

/@l Dashboard || @l Summary ‘| @ Partial File Matches E‘j Other Files .. Confirmed Files u{b Reportz
Search L2

Name Count ™ Project Licenses ECCN Security Vul... ™
= qu Full File Matches 102 Files
= ,L'] Projects Found 4 Projects
Hetwork Security Services (NS5} 3.1.1 (Netwaork Security Services } GMU Lesser General .
 Source Cods with PR 2 DI 22Fles Public License (More) - 00!
4 Libpng 1.2.42 (Libpng without the Cenfigure Script for UnioLinuc) 13 Files zlilibpng License Not Published % Vulnera b'% ies
o . GNU General Public
I35 Security Vulnerability View x
o= = Severity ¥ ' Component(s) Description -
The png_decempress_chunk function in pngrutil.c in liepng 1.0.x before 1.0.53, 1.2.x before 1.2.43, and 1.4.x before |Z|
Libpng 1.2 42 (Libpng 1.4.1 does not properly handle compressed ancillary-chunk data that haz a disproporticnately large uncompressed
CVE-2010-0205 - without the Configure Script representation, which allows remote attackers to cause a denial of service (memory and CPU consumption, and
for Uni/Linux) application hang}) via a crafted PNG file, az demonstrated by use of the deflate compression method on data

composed of many occurrences of the same character, related to a \"decompression bomb\” attack.

Libpng 1.2.42 (Libpng
without the Configure Script
for Unix/Linux)

Buffer owerflow in pngpread.c in libpng before 1.2 44 and 1.4 x before 1.4.3, as uzed in progressive applications,

- - L
CE-2B1E-1 205 might allew remote attackers to execute arbitrary code via a PNG image that triggers an additional data row.

Buffer owverflow in libpng 1.0.x befere 1.0.55, 1.2.x before 1.2.45, 1.4.x before 1.4.8, and 1.5.x before 1.5.4, when
uzed by an application that calls the png_rgb_to_gray function but not the png_set_expand function, allows remote
attackers to owverwrite memory with an arbitrary amount of data, and possibly have unspecified other impact, via a s
crafted PNG image.

The png_set_text 2 functien in pngeet.cin libpng 1.0 x before 1.0.59, 1.2 x before 1.2.45, 1.4 x before 1.4.11, and
1.5% before 1.5.10 allows remote attackers to cause a denial of service (crash) or execute arbitrary code via a
crafted text chunk in a PNG image file, which triggers a memory allecatien failure that is net properly handled, leading
to a heap-based buffer overflow.

Libpng 1.2.42 (Libpng
CWE-2011-2850 6.3 without the Configure Script
for Uni/Linux)

Libpng 1.2.42 (Libpng
CVE-Z2011-3048 63 without the Configure Script
for Unix/Linux)

Libpng 1.2.42 (Libpng Memory leak in pngrutil.c in libpng before 1.2.44, and 1.4.x before 1.4.3, allows remote attackers to cause a denial of
CWE-Z010-2245 5 without the Cenfigure Script service (memery censumption and application crash} via a PNG image centaining malformed Physical Scale (aka

for Unix/Linux) sCAL) chunks.

Libpng 1.2.42 (Libpng The png_err function in pngerrer.c in libpng 1.0.x before 1.0.55, 1.2.x before 1.2.45, 1.4 x before 1.4.8 and 1.5.x
CWE-2011-2851 5 without the Configure Script before 1.5.4 makes a function call using a NULL pointer argument instead of an empty-string argument, which allows

for Unix/Linux) remote attackers to cause a denial of service (application cragh) via a crafted PNG image.

- . e c
— Libpng 1.2.42 {Libpng The png_format_buffer function in pngerror.cin licpng 1.0.x before 1.0.55, 1.2.x before 1.2.45 1.4.x before 1.4.8,

— c c . . - N

A cvez011-2501 a2 without the Configure Script gnd 1.5x be.fur& 1.5.4 allows remote aﬂacker; to cause al denial of service (application cra.sh{- via a craf‘t.fl:d PNFB
_ for Unie/Linue) image that triggers an out-of-bounds read during the copying of error-message data. NOTE: this vulnerability exists |:|
oren Inux) herause nfa CWE2ONANA71 rearessinn =

gil@trinity.co.il o
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** ISO/IEC 30111:2013

o Guidelines for how to process and resolve potential vulnerability
information in a product or online service

o Applicable to vendors involved in handling vulnerabilities

*» ISO/IEC 29147:2014

o Guidelines for the disclosure of potential vulnerabilities in products
and online services

o Details the methods a vendor should use to address issues related to
vulnerability disclosure

o Applicable to vendors who respond to external reports of
vulnerabilities in their products or online services

/ gil@trinitv.co;il
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