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Black Duck Seamless 
ALM Integration
How to integrate Open Source 
Governance as part of your 

Application Lifecycle Management

Aviram Ganor – Manageware
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Open source is a ‘silver bullet’ that allows 
simultaneous improvement along all three dimensions 

of the software ‘iron triangle’ of cost, schedule, 
features.

Open source is ubiquitous, it’s unavoidable….having a 
policy against open source is impractical and places 

you at a competitive disadvantage.
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FOSS is not a free lunch…

So what can go wrong?
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FOSS Management & 
Governance

Strategy
• Articulation of the business goals
• Enables the transition from defensive/reactive to 
offensive/pro‐active use of FOSS

• Strategy addresses at a business level 
Where FOSS will be used
In order to accomplish what
objectives
How these objectives will be
achieved
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Policy and Process
• Policy
• The rules for evaluating, approving, using and 
releasing FOSS code

• Created & managed by key stakeholders
• Process

The way policy is reliably realized on a day‐to‐day basis
Interwoven with existing development and product release processes:
Acquisition & Approval

Component Update
Release
Compliance

Technology

Search

Approve

CatalogAudit

Manage
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Centralized Searching
Simple Search Results

Used By All Roles In 
The Organization

Centralized Search Console
• OSS/3rd party Components
• Approvals/Requests
• Licenses
• Sec Vulnerabilities

Internal Code Search for Reuse

Enterprise Search
• 35 Languages
• Eclipse & Visual Studio Plug‐Ins

Index and Search Internal Code 

• Version Controls Integrations

• ClearCase

• CVS

• Git

• Mercurial

• Perforce

• Subversion

• Team Foundation Server

• Visual SourceSafe

• Flat File Systems

• Zip, Archive
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Free OSS Web Resources

http://www.koders.com
Free Code Search

Over 3.3. Billion Lines Of Code

35 languages

Eclipse, Visual Studio, Browser Plug‐Ins

http://www.ohloh.net
Free OSS Directory Linking 

People and Projects

Development Analysis

Rankings And Comparisons

Contributor Profiles

Create Component Request

Configurable Approval Workflow 
• Approval Path
• Approval Boards
• Request Wizard
• Global or Project Based

• Search OSS Components
• Search Pre‐Approved Catalog
• Begin The Request Process

Create 
Request
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Complete The Request Form
Wizard Steps Through

The Request Process

Customizable Request Form

• Important Questions

• Provide Additional Info

• Reviewed By Approvers

Review Request Details
Email Notification Of Component Request

Review Request Details

Approve Or Reject The Request

Approval Sends Request To Next Board/Person In Workflow
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Review Security Vulnerabilities

Tied To National Vulnerability Database

• Updated Daily
• Tracks Past Versions
• Email Notifications

Review License Details

Review Assigned License
View Full License Text And Terms
Sends Approval Email To Requestor
Add Component To Corporate Catalog For Re‐Use



ג"תשע/תמוז/'ג

10

License Obligations

Easily Review Every Licenses Obligations 

License Conflict(Bill Of Materials)

Flags Indicate Potential License Conflicts

Drill Downs Links To Conflict Details 



ג"תשע/תמוז/'ג

11

License Conflict Process

Conflicts Display Which License Obligations Are In Contention

GPL 3.0 License

Proprietary Commercial License

Code Identification & Resolution

Assign Source Code And Binaries 
to OSS Projects

Link Code To OSS Metadata
• License
• Version
• Usage

• Comments
• Homepage
• Approval Status
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Reporting
Customizable Reporting

• HTML
• Open Office 
• MS Word
• MS Excel

Code Label
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Using Black Duck
• Acquire, Scan, Analyze and Validate FOSS and 
other Code
Make better choices acquiring code

• Configurable Approval Workflow
Accelerates approval process

• Catalog Components
Catalog of approved components saves time, eliminates duplicate 
requests/redundant effort

• Manage Security Vulnerabilities 
Ensures selection and use of most secure FOSS components

• Index Code, Code Search
Increase developer productivity

Benefits
• Improved development flexibility and innovation 

with FOSS
• Ensures best FOSS is selected and used 
• Identifies risks & unknowns early in the process
• Secures alignment with key stakeholders
• Focuses on key capabilities & resources required
• Leverages years of proven, 

industry best practice
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Traditional ALM 

Requirements

DevelopmentQA

Traditional ALM 

Requirements

DevelopmentQA
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Adding OSS – No Governess
• Developer searches for component by himself
• Developer chooses code by himself
• Developer notifies legal (hopefully)
• Policy in place – Time consuming + no way to 

validate the developer actually adhered to the 
policy (taking into regards that the OSS license in 
the component actually is relevant)

• No Policy – even worse

Outcome – No Governess
• Several product branches to maintain
• Not the best fit / solution is chosen
• Legal liability 
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FOSS Friendly ALM

Coding

Build

Protex
Analysis

Solve and 
review

FOSS Friendly ALM

Coding

Build

Protex
Analysis

Solve and 
review
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Coding

Developer 
copies OSS code 
and makes editsDeveloper 

introduces OSS 
binaries

FOSS Friendly ALM

CodingCoding

Build

Protex
Analysis

Solve and 
review
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Build

Centralized Analysis
• CM integration: SVN, Git, RTC…
• 100% view into the Source code.
• Build systems Integration 

• Runs a BDS scan automatically
• Gives us the ability to stop the release if 

certain reciprocal licenses are found 
(GPL3,AGPL,…)

• Shows new issues within the build
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Build Fails

Build Log

Analysis found files 
that need attention
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Build Log

Work Item updated

FOSS Friendly ALM

CodingCoding

BuildBuild

Protex
Analysis

Solve and 
review



ג"תשע/תמוז/'ג

21

Analysis Technology

Teach 
Identifications

Rapid ID
&

Precision Matching

Conflict Reporting in Protex

Conflict reported
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Fuzzy Snippet Matched

FOSS Friendly ALM

CodingCoding

BuildBuild

Protex
Analysis

Solve and 
review
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Audit : License Conflict

Audit : Obligations
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Audit : Tracking Fulfilments

Conclusion
• Integration with your SCM, Build, IDE
• Run automatically from your build system
• Fail the build upon critical violations
• Create a work items regarding the violations
• Provide insight about conflict with OSS policy
• Address contentious license ASAP 

from IDE
• Recheck the cycle
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Thank you. Questions?


