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Strategy Policy & Process Technology

ManageWare
THINK Beyoni

* Articulation of the business goals
* Enables the transition from defensive/reactive to
offensive/pro-active use of FOSS
* Strategy addresses at a business level
Where FOSS will be used
In order to accomplish what
objectives
How these objectives will be
achieved
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* Policy
* The rules for evaluating, approving, using and
releasing FOSS code
* Created & managed by key stakeholders

* Process
The way policy is reliably realized on a day-to-day basis
Interwoven with existing development and product release processes:
Acquisition & Approval
Component Update
Release
Compliance

ManageWare
THINK Beyoni

Black Duck Suite
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Simple Search Results

Used By All Roles In
The HUb The Organization
For Black Duck Software 8

pacta Toment
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Centralized Search Console - Bt Dk Ko e

*  0SS/3' party Components T ERREEee—————

* Approvals/Requests : :-:::::....’ -

* Licenses - ———

Tl
* Sec Vulnerabilities

ManageWar
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ack Duck Index and Search Internal Code
Code Sight tomeat groovy Search

Coon tearen Ravats [T —ysr—
* Version Controls Integrations
ClearCase * Subversion
cvs * Team Foundation Server
Git * Visual SourceSafe
Mercurial *  Flat File Systems
Perforce Zip, Archive
" EPM JPDL Tomeat Sample Code/src/MXGetTaskjava - Eclipse SO

Edt Souce Refactor Novigate Seach Proyect Run Window Help
evova~ . s TR
ovav ®@ *B d Sor

o 1 bisApproval _ # IntemalApprovalshut

& CC_ MyCustomPropat

6 CC New . $Rer ¥

™ .

4 Tomeat Somgie Code © public class JMiGetTas

@ public class CallfEEN

Enterprise Search
¢ 35 Llanguages e TS

*  Eclipse & Visual Studio Plug-Ins # aug apache ataina.ant R
& import declarations. 4 . Suwound With
@ IMXGetTask (5 Properties = CodeSight Seaich Local History
@ Clfoman 2 ¥ Tomaat

protected String &
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A2 aApache Tomcat http://www.ohloh.net

Free OSS Directory Linking

People and Projects

Code Analysis

= Development Analysis

= Rankings And Comparisons

30-Day Commit Activity
=

= Contributor Profiles

http://www.koders.com

Free Code Search
= Over 3.3. Billion Lines Of Code
= 35 languages

= Eclipse, Visual Studio, Browser Plug-Ins

ManageWare
THINK Beyoni

* Search 0SS Components
* Search Pre-Approved Catalog
Corporate Catalog * Begin The Request Process

(e

Create
Request

0 Coom v Lo 8 gttt g sy
b

Configurable Approval Workflow
Approval Path
Approval Boards
Request Wizard
Global or Project Based
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Create Requests Wizard Steps Through

Select A ons

Select application and click "Add To Request” The Request Process
Search:

2 Rems (10 per page) Columns.

External Retad Project
My Applcation Project.

Customizable Request Form

Complete the request form for each component and either save or submit your requests.
Important Questions e e Com ctais

Wicense: Apache Lcense Version 2.0

Provide Additional Info

Usage:  Component (Dynami Lirary)

Reviewed By Approvers fequest
Describe the functionskty provided by this component and the problem i soives. Appl<aton Server

—— us

How vell the component be distributed Customer Facng =

has

Yes
one

Subm

ManageWar
THINK B
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~un . Email Notification Of Component Request

i s~ REVIEW Request Details

Approve Or Reject The Request

Request Form  Approvals  Component Details Vulnerabilities(0/31) = Developers  More...
Creation Date:  Sestember 26, 2011

Submission Date:  September 26, 2011

Request Status:  endng

‘Addtonsl Companent Bequestloformatan

What altermative components have you considered?
Haw will the component be distributed?
Mas the component been checked into source control?

Request Form Approvals Component Details Vulnerabilities(0/0) Developers More...

Reject  StartDiscussion..  Send Back To Requester..  Change Approver...

Approval Sends Request To Next Board/Person In Workflow
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Request Form Approvals

31 Vulnerabilities (1 - 1010 per page) Col.
Publish
Name Severi Date o
Certain AJP protocel connector
implementations in Apache Tomcat
7.0.0 through 7.0.20, 6.0.0 through
6.0.33, 5.5.0 through 5.5.33, and
August | possibly other versions allow remc
CVE-2011-3190 High 312011  attackers to spoof AJP requests,
bypass authentication, and obtain
sensitive information by causing t
connector to interpret a request
body as a new request. Aceanam
Apache Tomcat 5.5.x before 5.5.3 - .
6.x before 6.0.33, and 7. before S LR LI SR
7.0.19, when sendfile is enabled f Ty
the HTTP APR or HTTP NIO
July 14 connector, does not valldate certa
CVE-2011-2526 Medium 5,7 " request attributes, which allows Ik
users to bypass intended file acce
restrictions or cause a denial of
service (infinite loop or JVM crash

ot et

a5 g 133 08 B 135 k0 ke T

e e s e ey 1 ek ok e et OV &

Tied To National Vulnerability Database :':;‘m )
* Updated Daily

* Tracks Past Versions
+ Email Notifications

Approvals  ComponentDetails  Vulnersbilities(0/0)  Developers  More...

Stant Discussion... Send Back To Requester... Change Approver...

ManageWare
THINK oni

yon

Approvals  Component Details  Vulnerabilities(0/31)  Developers  More...

P
s05 Apache License
License: Apache License Version 2.0 Version 2.0, January 2004

(view)

. e
v Apacra e

TeAms
o el b, Apacha Tomest poaeey 1. Definitions.

“License” for use, reprod,
afined by Sections 1 through 3 of this document

Ucansor” shall v authortzed by
I8 granting the License.
“Lagal Entey” of 02 8l atner
controlied by, or that enciy. For the of this
Gafinition, “cantrol” maans (1) the pawar, direct or Indirect, to caus the direction or
such entty, tharw
mars

otharwise, or
, or (1) benafical wntny.

“You" {or "Yaur") shall mesn an indivicusl o Legel Entty exercising permissions granted by

Review Assigned License e .

View Full License Text And Terms ARS8 Someare 1 e, AT Ch 0 CoPRRARn T
Sends Approval Email To Requestor

Add Component To Corporate Catalog For Re-Use

Request Form Details

Reject Start Discussion... Send Back To R
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Obligations:  [SHFTIA] Obligation Type

O You are not entitled to impose a fee related to what Legal
Recipient may do with the code.

You are not entitled to place additional restrictions on Legal
what Recipient may do with the code.

You are required to disclaim warranties on behalf of Legal
others,

You are required to distribute the source code of the Legal
Dynamic Library.

You are required to ensure that the software displays a | Legal
particular notice at runtime.

‘You are required to grant the right ko reverse engineer  Legal
the Dynaric Library.

You are required to include a copy of the license in Legal
distributions that you make.

You are required to license the entire Dynamic Library Legal
under the same terms as the original code.

Easily Review Every Licenses Obligations

ManageWare
THINK Beyoni

Bill of Materials

Apache Jakarta Component
Commons Cep?:izf‘ Iil%ense (Dynamic
FileUpload . Library)
Apache Jakarta Apache License Component
Commons 10 : Version 2.0 (Module)
Apache Jakarta N Apache License
Commons Logging o Version 2.0

Ship

File Ship
Component

(Merely Ship
Aggregated)

Apache ORO Unspecified Apache 1.1 File Ship
Apache Xerces Java Prerequisite Used at
XML Parser 280 QDA (Separate Work)  runtime
berypt - blowfish |, BSD 2.0 Snippet Ship

file encryption
Cryptlib License

cryptlib Unspecified (Sleepycat License  Snippet Ship
+)

Apache License

Apache Lucene Java 1.4.3 Version 2.0

db-charmer 1.6.10 MIT License V2 File Ship
GnuPG 1.2.4 GPL 3.0 File Ship

Flags Indicate Potential License Conflicts

Drill Downs Links To Conflict Details

10
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GPL 3.0 License

——Your Right to Distribute Source Code / Enforced Sharing of Source

p—)p | () True
O False
@ True

OFalse

You may distribute source code.

You are required to distrbute source code.

You are required to distribute the source code of the Work Based on the Licensed Code.

Proprietary Commercial License

[— Your Right to Distribute Source Code / Enforced Sharing of Source

OTrue
@ False
OTrue

EFalse

You may distribute source code.

You are required to distribute source code.

You are not entitied to distribute source code.

Conflicts Display Which License Obligations Are In Contention

ManageWar
THINK B

eyon

il of Materlals | Code Matches | Searches | Dependencies Teach 1Ds

Search:

g suws _w
Suippet Tdentified 50 cI3%.sip/crypt/se

Soippet. Identified 37 src/missing string ™
b

Matched File: aescrype.c B

Assign Source Code And Binaries
to OSS Projects

* component ) Fle/Foider Comment v

Link Code To OSS Metadata
Ucense: Crypti Lcense (Sleepycat Lense +) (s lsrac) ¢ License
usage: Sopget - 4 *  Version

I —— Usage
ExCLUDE Component (Recakulate Precision Matches)
ORIGINAL To: Scanned Complete Code Project

Version: 3.2.1 Ths component s fram cur thed party vendor

Comments
Homepage
Approval Status

11
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Customizable Reporting

HTML
Open Office
MS Word
MS Excel

ManageWar
HINK

Code Label

Components: FreeBSD¥, Sendmail,
erver erver Suite®
Sendmail 8.12.11 *Indicates Partial Component

Code Base 5.870M8. Furnished by: Unknown
Powered by Black Duck Software

Total Open Source 3.244M8

Reciprocal as Components OME

Reciprocal as Files OMB

Permissive 3,244Me

Owned OMB.

Total Proprietary 2.626Mb

Licensed 3rd Party OMB

Owned 2,626ME

Total Unknown OME

BSD 2,0 <1%
GPL 2.0 [modified] <19%
Sendmail License 55%

] Basic
License 45%

Cannot be used for purposes beyond Internal
Production Use

Print Code Label

12
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Acquire, Scan, Analyze and Validate FOSS and
other Code

Make better choices acquiring code
Configurable Approval Workflow

Accelerates approval process

Catalog Components
Catalog of approved components saves time, eliminates duplicate
requests/redundant effort

Manage Security Vulnerabilities
Ensures selection and use of most secure FOSS components

Index Code, Code Search
Increase developer productivity

(O BLackouck ManageWare

HINK Beyon

Improved development flexibility and innovation
with FOSS

Ensures best FOSS is selected and used
Identifies risks & unknowns early in the process
Secures alignment with key stakeholders
Focuses on key capabilities & resources required
Leverages years of proven,

industry best practice

13
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Requirements

Development

~

ManageWare
THINK Beyoni

Requirements

-M

~

14
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Developer searches for component by himself
Developer chooses code by himself

Developer notifies legal (hopefully)

Policy in place — Time consuming + no way to
validate the developer actually adhered to the
policy (taking into regards that the OSS license in
the component actually is relevant)

No Policy — even worse

ManageWare
THINK Beyoni

» Several product branches to maintain
* Not the best fit / solution is chosen
* Legal liability
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Solve and
review
Protex
Analysis

ManageWare
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Solve and
review
Protex
Analysis

16



17

A"vwn/Tinn/"a

& Work Items - thehub.dal/Authors.java - Rational Team Concert

Fite ort Source Refactor

- ® @ g
£ Team Art % Team Da 2 My Work 18 Package £

Developer
introduces OSS |

binaries

Livraries

L finaljar

w1 hiberate-core-4.1.2Finaljar

& hibemate-entitymanager-4.1.2 Finaljar

&, hibemate-jpa-20-api-L0.LFinaljar

&, hibermate-validator-4.10 Final jar

) jboss-ransaction-api_L1_spec-10.0Finaljar
jep-231jar

&) org springframewarkbeans-3 LLRELEASE jor

&) org springframeworkcontext-1.1 LRELEASE jar

&) orgspringframeworkcore-31.1 RELEASE jar

&3 orgspringframeworkorm:-3.LLRELEASE jar

&3 orgspringtrameworkiransaction-3.11RELEASEja

& resourcesjar

src_pgs
il ,
Search for ID or Text BOS-TheHub-CM

<No Current Work> B Y

B0 Q> P

Nawgate Search Project fun Window Help

= 5@ Authorsjava

import java.ic.*:
import javax.serviet
irport javax.servlet.htip
amport nl.tue.AHA,config.
import java.util

import nl.tue.AHA.RHADS.*;
import nl.tue.AHA.AHAStatic:
import nl.tue.AHA.uzil.

public class MyCompanyAuthors extends HrtpServlet |
private String author =
private String passuHashed =
private bosclean add = false:
private boclean change = fa:
public MyCompanyhuthors ()
]

{

public void doGet (HLEp: request, HEtpSer

Developer
copies OSS code
and makes edits

throws ServletException, IOException {

est, response):
]

public void doFost

request,
throws ServietException, IoBxception (

HttpSession session = request.getsession(trus);
Boolean loggedine (Boolean) session.getAttribute ("loggedin®);

Authorsjava - thetwb.dal

Solve and
review

Protex
Analysis

ManageWare
THINK n
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feam Da | &% My Work 1 Package |~ O
a5 (2 of 2 areas selected)

Request Build
Request that a build be executed on the first available baild engine.
4 Build Queve
€ BlackDuckAnalysisEngine (idle)
& Black Duck Analysis Build:  Black Duck Analysis
(8 Enterprise Extensions
i Plans » Build Options
@ Reports » Build Propertes
i Source Control
« & wiork tems
+ 3 My Queries

Ey Al Hub Work hems.

throws ServletException, ICE:
= % My Repository Workopaces dopost (request, response)s
3 Components ¥
4 1T BDS-TheHub-CM Stresm Worispace (oaded)

public void P requ
throws ServletException, IOException {
HitpSession session = request.getSession(tzue);

Boolean loggedin=(Boolean)session.getAttribute("loggedin®);

BOS-TheHub-CM

(O BLackouck ManbgeWare

* CM integration: SVN, Git, RTC...
* 100% view into the Source code.
* Build systems Integration
* Runs a BDS scan automatically
* Gives us the ability to stop the release if
certain reciprocal licenses are found
(GPL3,AGPL,...)
Shows new issues within the build

18
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4 Work ltems - 20120628-1211 - Rational Team Concert

file Edit Navigaste Sesrch Project Bun Window Help
0~ Ere @~ & Qv
) Tesm Ant 52 %% Team Da | & My Work| H Package | = O
Al Project and Team Areas (2 of 2 areas selected)
eF-la@l®
0 Repository Connect
2 Bﬂhmdm:nﬁhﬂ)&uslanmml
8 80S-TheHub-CM [bajazzisiandiocal)
5 Builds
Busa Engines
4 Build Queve
 BlackDuckhnalysisEngine (idie)
& Black Duck Analysis
£ Enterprise Extensions
2 Plans
i Source Control
% Work ems
© My Queries
% Al Hul Work Rems
© Shared Queries
Ga Favorites
G Feeds

Builds (.

@ Authorsjava |4 20120628-1211
 Build Black Duck Analysis 20120628-1211 -

© Completed
Duration: 58 seconds

Start Time: June 28, 2012 1211:59 PM
Compieted: June 28, 2012 121258 M

Status Treo HEREN 1]

Contribution Summary

‘Show changes:
Logs: ©lleg

Snapshot. Elack Duck Analysis 20120628-1211

Reported Work ltems
Work items reported against this build to heip
stabilize it

) None reported against this build
E Create 2 new workitem

¥

Associate an existing work item

General Information

Requested by:  BlackDuck Jazz Administrator
Buitd Definition: Black Duck Analysis

Builg Engine:  BlackDuckAnalsisEnging.
Build History: 26 builds

Tags

) Deletion aliowed

iBiack Duck Analysis - Found 76 Builds (2185 ms)

Build Label Progress

©5 Black Duck Analysis 201206281211

Estimated Competion

& Black Duck Analysis 20120628-1151  Completed
¥ & Black Duck Analysis 201206281112 Completed
04 Black Duck Analysis 201206281107 Completed
o Biack Pk A MIHKIRAIN_ Comolated

B v SeachforiDor Test B0S-TheHub-CM

<No Current Work> tRESAYEED

Start Time ~

June 28, 2012 121159_ 58 seconds

June 28, 2012 115119, 1 minute, 16 seconds
June 28, 2012 114235.. 59 seconds
June 28, 2012 110805 55 seconds

hina 78 NP6 1 it cacrte

/I/Ianage Wajre

& Work ltems.
Dl ok e Somcis rjecs s o e
~Ha B-e @~ Q- 9~

Al Project and Team Areas (2 of 2 areas seiected)
Er-lanlo
o Repaitory Conne
2 aommwﬁmm;mmw
8 BDS-TheHub-CM [bajazzistand Jocal]

T 80S-TheHub-CM Stieam Worspace (aded)
Hub Data Access Layer (6 Biack Ouck Analysis 20
4 My Team Areas:
5 805 Team (Main Development
% BlackDuck Jazz Administr
Dave Mewrer

G v SearchforIDor Text

<No Current Woric-

Hy v

£ TeamArt 53 Team Da % My Work 3 Package | = 0@ Authorsjme _ [d6 20120628-1211
ey s

[echo)

fecho)

[echo)

[echo) g d

[echo] ma-.yz.nq ﬂ.xc:unxy
fecho] Analyzing directory t
[echo)

[echo)

[echo)

[echo)

[echo)

[echo)

2ing directory
Analyzing directory

3 pending tdentificatio
[echo) th violations: 3
[echo] Files scanned successf

ma'.yz.w project hub BDS thub (c_bds-thehub)
es

n Files pending apj

hetps://bdja;

meurersd

ts update to true

island.local/cam/ ...

tc-update-wil Connected

‘Writable Insert
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3 Work Items - B0S-Thetub-CM - Rational Team Concert
Ble Eot Navigate Search Project fun Window Help
Gri@ B-w @- ®iq- i~

4 Tea WTea | BMyw)| 3 Pack| = 0| Authorsjava g
Al Project and Team Areas (2 of 2 areas selected) | . T2k 101 -

0 Repostory Connections. + || Summary:* [Black Duck OSS Analysis
0 BDJazzAdmin@bdjazz island local
1 BDS-TheHub-CM [bdjazz.standlocal]
5 Builds Type:
© Build Engines
Build Queve
© BlackDuckAnalysisEngine (dle) | | | Project Area BDS-Thetub-CM
@ Black Duck Anaiysis Crestion Date: 0 28,2012 1152 AM
C Enterprise Extensions Created By: BlackDuCk Jazz Administeator.
& Plans o o —
& Reports - | Pending Files id/Review/Viclations): 0/0/0
& Source Control Owned By |
@ Work hems I
© My Queries
£ All Hub Work Items. Blanned For:
© Shared Queries
a Favorites
' Feeds
% My Repository Workspaces Due Date:
: Components
T BOS-TheHub-CM Stream Workspace | | | Quick Information
Hub Data Access Layer (6: Black Dy || 2 Subscribers (1) BIA
5 My Team Areas 5 Mentions (1)
1 805 Team [Main Development]
% BlackDuck Jazz Administator
Dave Meurer
Qe v

~ Details

Go To Black Duck Protex to resolve files
Filed Against

. BlackDuck azz Administrator Jun 28, 2012. 121
Priosity: Pending Files (/Review/Violations}: 3/0/3

Estimate:

Time Remaining:

Overview|Links | Approvals | Custom| History

B v Search for ID or Tex BDS-TheHub-CM
<No Current Work> FRL@AYDE

ManageWar
HINK

Solve and
review

Protex
Analysis
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Rapid ID
&
Precision Matching

o
E

Teach
Identifications

Firefox

Jfoceext Badlocationbxceptic 2| A =

Current Project: 805
Project Stotus:

ManageWare
THINK oni

ManageWa
THINK

dmturerOhlackGucksoRnace Com
Tools Heln Logous

Servers 10.66.114.5

Server varsion: 6.0.0

e rwms 101

28 - 2eve

[ 231

Wbanata-care-4.4.3 P jar Sun Puble
rarmate- ety managene i 3 Sinal e Outaces 200409100744

Barse text wramoien  unssectad

re
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e

ManageWare
THINK B

| 3- . jiace.text BadlocationExceptic 2| # B~

Black Duck Protex

sy Protex Mansge 1dentity
Current Project: BDS-Thebud

pojeasuns: (] 0 O @ @ O

dmeureroblackducksoftware com
Tools belo Loooit

Serven 10661105

Scrver Version: 600

hewt Fanding Ldatfuaton - AL
s | [ Comn
-

bamatarcsmmany snnstatnaea 0.1 Sonsly *

[

wgra 1.2 st

Ibarnatersoa-2.0-age-1.0.1 Finaliar

B4l of Materials

D Aspreved |iD

Vour s Aers e

- /1 Copprighs Xt COMRY |
Fublic class MCompanshutnors extends ¥

private Strisg sothor = %
23 paa:

sckost (request, respense)

pablic void dofost (HstpServicthequest
throws Servietceprics, Ioezoepri

Suepsession sessin = request.gesses

pbiic void doSer (icpServiethagoent reguest, §
nzous Serviettrcepuica, Ictacsprics |
dolort reqoenz, tesponse);

peblic vatd debost (NupServiethequent reqoest,
throus Serviettrceprics, Iotacepticn |
on seasica = regsest.geusessioatures

B

Solve and

review

Protex
Analysis

ManageWa
THINK

eyon
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souroe code of the ort Based on
e Lctnsed Cooe (e G20,

fom retsed 1o what Recpiert may

e
sacroe coae of the Oynamc
Ubeary {per LGP

Toe eiaiod s what Recoent may
o weththe cade
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Description

‘Spechc igtructons. or Nasdin aAb.B0%: Copyrgit () 2090 The Adeche ‘Convright (€} 2030 The Asache Softmare foundatin, 44 nghts resered Bedatrbutbons f 1oace

Somaans Foundatan ) o0 AL e The $50me CORYTGA FECCR RS54 I By T . (85103 8T
. e £ amy, st

ey T g,
‘Softwars Foundenon (2p:/www.agache org) * KRSraase, B acknowiedgment may Sp0ear i e
ST e, £ 450 WAETTVSY 50N PNPE-RUY SKACWECGmEnS oAl 4g0M

181

i

Forcsen iom uing the Rame of The BuPor(s) o
averise o sofmare.

i

£

YO 4 1O SreC 13 CUSE 3 COBF Of e KCRRSE I OSTRLGNS TNE YU
e

o e reured ta Uit he SabRy ofseners (berand reproded 8 st

ha¢ eoetans  imeation of abaty)

ruczan b Rancing abemons: You et beep ineact o he o 10t cenen <> <52

nccces tat reered.-) S20758 G308 45 1219 St Ehe BBEPY's AR 453 40 8 o What 1 o, CODYTGRE (C) year rame.
e < < T ey 8 ot 4, Y €85

ii

wirin 2.3 of the et o € e varvan, </g> <35
e the Bope thet & i be el But WITWOUT ANY WARRANTY. mich £ evers

> <5 Yo b
et
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Togs bl Logost
Server: preview blachducksoftware.com

(O BLackouck ManbgeWare

Integration with your SCM, Build, IDE
Run automatically from your build system
Fail the build upon critical violations
Create a work items regarding the violations
Provide insight about conflict with OSS policy
Address contentious license ASAP

from IDE
Recheck the cycle

24
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